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DRIVEN BYINNOVATION 

In October, Lenovo's iconic ThinkPad 
brand will mark 20 years of providing 
trusted performance to millions of 
customers worldwide. And now 
Lenovo appears to be poised to take 
the No. 1 spot as the world's leading 
PC manufacturer by the end of this 
year, in part because of its relation- 
ship with major retailers such as Best 
Buy. Turn to the Essential Business 
Technology department to find out 
more about Lenovo and a few of its 
most recent innovations. 
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LENOVO UNVEILS 
BUSINESS-READY 
WINDOWS TABLET 

> Lenovo recently an- 
nounced its new ThinkPad 
Tablet 2, a tablet computer 
designed to meet the needs 
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of business, travel, and 
home use alike. Set for 
October availability, the 
10.1-inch ThinkPad Tablet 
2 offers 3G/4G/Wi-Fi con- 
nectivity, multitasking, and 
support for both desktop 
and Windows 8 apps, in- 
cluding Microsoft Office. 
"Our new ThinkPad Tablet 
2 marries incredible hard- 
ware and software to give 
consumers a great device for 
office, home, or travel while 
also offering companies and 
IT managers the oversight 
they need to help secure and 
manage their company's 
networks and data," said 
Dilip Bhatia, vice president 
and general manager for 
Lenovo's ThinkPad Business 
Unit, in a statement. 



BMC SOFTWARE 
ACQUIRES VARALOG IX 

>* Houston-based BMC Software 
recently announced it had acquired 
VaraLogix, a Round Rock, Texas,- 
based company specializing in the 
automation of business-critical ap- 
plication deployment. The VaraLogix 
approach involves gearing 
application deployment 
toward the demands of IT 
personnel so as to smooth 
the gap between develop- 
ment and operations. BMC 
will use the acquisition to 
expand its own DevOps 
portfolio. "With today's an- 
nouncement, we are advancing our 
application automation suite and 
addressing an acute industry need 
for application release automation 
that works at the speed of today's 
business," said John J. Balena, gen- 
eral manager, DevOps Solutions, for 
BMC, in a press release. 

ORACLE BUYS XSIGO FOR 
NETWORK VIRTUALIZATION 
TECHNOLOGY 

Redwood Shores, Calif.,-based 
Oracle is in the process of acquiring San 
Jose, Calif.,-based network visualiza- 
tion company Xsigo for an undisclosed 
sum. Xsigo provides data centers with 
what it calls "dynamic connectivity," 
or the ability to "connect any server to 
any network and storage." "Customers 
are focused on reducing costs and im- 
proving utilization of their network," 




said Lloyd Carney, Xsigo CEO, in a 
statement. "Visualization of these re- 
sources allows customers to scale com- 
pute and storage for their public and 
private clouds while matching network 
capacity as demand dictates." In ad- 
dition to virtualization, Xsigo offers 
Oracle database, private cloud com- 
puting, and virtual desktop infrastruc- 
ture solutions. 



VMWARE TO ACQUIRE 
NETWORK VIRTUALIZATION 
COMPANY NICIRA 

>* VMware has, in the words of its 
CEO Paul Maritz, "led the server 
virtualization revolution," and now 
has set its sights on network virtual- 
ization and SDN (software-defined 
networking) company Nicira. Both 
companies have headquarters in Palo 
Alto, Calif. Known for its NVP (net- 
work virtualization platform), which 
frees network resources from their 
underlying hardware, counts among 
its customers AT&T, eBay, Fidelity, 
NTT, and Rackspace. "Nicira's 
SDN capabilities fit hand-in-glove 
with VMware's server, storage, and 
network offering in pursuit of the 
Software Defined Datacenter," wrote 
Martin Casado, Nicira co-founder 
and CTO, in an official post. VMware 
will pay roughly $1.05 billion in cash 
for Nicira in a deal that is set to close 
later this year. 

DIGIATO BUY NOKIA'S QT 
MOBILE ECOSYSTEM BUSINESS 

>* Nokia's Qt project centered on 
the development of Qt, an applica- 
tion and user interface framework 
that enabled programmers to de- 
velop mobile software only once and 
yet produce an end product with 
source code that would work across 
multiple platforms. That is, no pro- 
gramming once for Symbian, then 
again for Windows, etc. Now the 
Espoo, Finland,-based mobile phone 
manufacturer has 
entered into an 
agreement to sell 
its Qt business to 
Helsinki-based 
Digia. Through the acquisition, 
Digia will become responsible for 
the product development, licensing, 
and service roles related to the Qt 
technology. Once the acquisition is 
complete, Digia intends to expand 
Qt to support additional platforms: 
Android, iOS, and Windows 8. 
Financial terms of the deal were not 
disclosed. 
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• Sync while docked with your computer 



amazoncom (58^1 



Model: iS-2009 



> 10Q-240V UNIVERSAL AC Adapter 



USB Sync 
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devices with 3.5mm jack 



> Volume control knob 



Blue LED power indicator 



APPLE TO ACQUIRE 
FINGERPRINT 

SENSOR-MAKER AUTHENTEC 

> AuthenTec designs and manufac- 
tures a variety of fingerprint-related 
products, including sensors, microchips, 
identity management software, and 
embedded security solu- 
tions. The company, 
which is based in 
Melbourne, Fla., 
recently revealed 
that it is being ac- 
quired by Cuper- 
tino, Calif.,-based 
Apple. Terms of 
the deal were not dis- 
closed, and Apple has not 
commented on the company or the 
purchase. It is likely that Apple will le- 
verage possession of AuthenTec's tech- 
nology to its advantage against com- 
peting smartphone, tablet, and laptop 
manufacturers, some of which current- 
ly use AuthenTec's technology in their 
own devices. Samsung, for instance, 




uses AuthenTec's VPN client in its new- 
est tablet computer. 

ID TECH REPORTEDLY 
ACQUIRING VIVOTECH'S NFC 
HARDWARE BUSINESS 

> Among the early manufacturers to 
work with the increasingly prevalent 
NFC (near field technology), a short- 
range wireless technology that is on 
its way to becoming a standard 
feature in smartphones and other 
mobile devices, Santa Clara, Calif .,- 
based ViVOtech has developed 
and end-to-end NFC-based wire- 
less payment and mobile marketing 
platform. Now ViVOtech is selling the 
hardware side of its business, centered 
on the ViVOpay reader device and self- 
service kiosk, to Cypress, Calif.,-based 
ID TECH. According to the statement 
regarding the purchase on ID TECH's 
website, the company strives to provide 
uninterrupted support for the prod- 
ucts and, at least for now, will keep the 
ViVOpay name. 



RAMC0 SYSTEMS & 
INGRAM MICRO FORM 
PARTNERSHIP 

>■ Ramco Systems, a Chennai, 
India,-based company focused 
on ERP (enterprise resource 
planning) and cloud solutions 
with an overall goal of engineer- 
ing ways to simplify business 
processes through technology, 
announced a partnership 
with Santa Ana, Calif ., -based 
Ingram Micro, a Fortune 100 
company that bills itself as the 
world's largest technology dis- 
tributor. In a recent press release, 
Ramco Systems CEO Virender 
Aggarwal said, "Ramco is a 
market leader in providing 
business applications on Cloud 
and we are confident that our 
alliance with Ingram Micro will 
help us further strengthen our 
leadership position. " 
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BOX WINS SUPPORT 
FROM GENERAL ATLANTIC 
& GARY REINER 

> Box, the Los Altos, Calif .,- 
based company offering an 
online service of the same name, 
has become popular with many 
consumers and an increasing 
number of businesses since its 
founding in 2005. Now the com- 
pany is ready to grow further 
into the enterprise space, and to 
fuel its growth, General Atlantic 
has invested $100 million in 
Box. Gary Reiner, General 
Atlantic's operating partner 
and former CIO for General 
Electric, will take a seat on the 
Box board of directors. The Box 
service offers file storage, file 
sharing, document creation, and 
collaboration features, and the 
company has improved its busi- 
ness offerings over the past few 
months. With the new funding, 
expect Box to more aggressively 
pursue larger businesses as po- 
tential customers. 



WAN OPTIMIZATION-AS-A- 
SERVICE COMPANY ARYAKA 
RECEIVES $25M FUNDING 

Milpitas, Calif.,-based Aryaka re- 
cently received $25 million in Series 
C funding led by InterWest Partners 
and including investments from Mohr 
Davidow Ventures, Nexus Venture 
Partners, Presidio Ventures, and Trin- 
ity Ventures. Aryaka is making a 
splash as the first "WAN optimization- 
as-a-service" provider, nixing the need 
for complex and time-consuming on- 
premise WAN optimization solutions. 
Essentially, Aryaka's platform resides 
in the cloud and connects to a com- 
pany's servers, data centers, branch of- 
fices, other cloud services, etc., through 
special soft-ware stacks. 

Aryaka describes itself as "an ac- 
celeration solution for all applications, 
both within and outside the enterprise 
firewall. Enterprises achieve global 
reach, bandwidth savings, improved 



Aryaka 



application performance, data center- 
to-data center replication, disaster re- 
covery, and optimized access to cloud 
services." Aryaka claims that using 



its technology can help companies 
achieve 100X increased application 
performance and 95% data reduc- 
tion when using Microsoft Exchange, 
among other benefits. According to 
Aryaka's press release, the company 
will use the funding to procure "rapid 
market penetration and global reach." 

POCKET SNARES $5M 
IN SERIES B FUNDING 

> Pocket, the San Francisco-based 
company that was known as Read 
It Later until its rebranding in April, 
recently raised $5 million in Series B 

pocket 

funding. Steve Vassallo of Founda- 
tion Capital led the funding round; 
Baseline Ventures and Google Ven- 
tures also participated. Pocket pro- 
vides numerous ways, depending 
on a user's device and browser, to 
save content from the Web and re- 
view it later. According to a blog post 
from Nate Weiner, Pocket's founder, 
the new cash infusion will help the 
company expand its goals of making 
Pocket available everywhere, con- 
tinuing to define its service, and to 
bring new talent to Pocket. 



PETER THIEL INVESTS $1.2M IN SCRIPTROCK 

> ScriptRock, a Sydney, Australia,-based 
enterprise software company, has received 
a boost in the form of a $1.2 million invest- 
ment from Peter Thiel, who co-founded 
PayPal and led the company until eBay ac- 
quired it in 2002 for $1.5 billion. This marks 
ThieFs first investment in an Australian 
company. The enterprise software market is 
a highly competitive space, but ScriptRock 
has found a clever niche by targeting system 

testing. Enterprises typically employ manual processes for testing system configura- 
tions, but ScriptRock automates the process with an eye toward reducing costs and 
increasing quality. "There are many applications," said Mike Baukes, ScriptRock 
co-CEO, in a statement, "but our early customers have come to view our product as 
a form of insurance against failures and the associated cost to their businesses." This 
seed funding round also included investments from numerous Australian investors. 
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TOP SEMICONDUCTOR REVENUES TIED 
TO WIRELESS COMMUNICATIONS 

> The global semiconductor market is showing a slight upward trajectory for 2012, 
according to IHS iSuppli's "Global Semiconductor Manufacturing & Supply Market 
Tracker" report. IHS iSuppli projects overall semiconductor revenues will increase 
3% over last year, reaching $320.8 billion compared to last year's $312.2 billion. Only 
the wireless communications and industrial electronics categories are expected to see 
strong growth. This chart shows how 2011 compares to the forecast for 2012. 



Consumer Wired Data Multichip 

Electronics Communications Processing Packages 



Wireless Industrial 
Communications Electronics 




TOP SEMICONDUCTOR REVENUE GROWTH 



FORECAST 



FORECAST 



31.7* 



MOST COMPANIES 
SEE INCREASED 
COSTS ASSOCIATED 
WITH BYOD 

> It seems that many busi- 
nesses have wondered about 
the potential costs accompa- 
nying the recent trend toward 
consumerization of IT or the 
workplace, also referred to 
as BYOD (bring your own 
device), whereby employees 
use their own smartphones, 
portable drives, and other 
devices in the office. A recent 
Lieberman Software survey 
provides some insights to the 
concerned, finding that 67% 
of respondents claim BYOD 
has indeed increased costs. 
This chart shows how survey 
participants responded to 
a question about what sce- 
narios have caused the 
"biggest headaches" in 
their organizations. 



WEB APPS MAY SEE MORE THAN 2,700 ATTACKS PER YEAR 

> For its recent "Web Application Attack Report," Imperva studied the frequency, 
duration, origin, and other data related to external attacks on 50 Web-based apps over 
the course of a year. Based on its findings, the company says businesses can expect 
that a typical Web application will be attacked 274 times per year and that each at- 
tack will last a few minutes. The maximum number of attacks it found on a single 
application was 2,766, and the maximum duration was 79 minutes. The research 
looked at all of the most common types of attacks, including email extraction, 
HTTP protocol violations, and XSS (cross-site scripting), and found the most 
common to be SQL injection, which involves the insertion of code into on- 
line form fields in order to steal or manipulate data. 
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PREPAID SMARTPHONES DRIVING 
OVERALL UNIT SALES 

> The prepaid cell phone market, which in past years has involved offering 
quick-buy packaging for low-end and also-ran phones, seems to be coming 
of age, as a recent report from The NPD Group indicates. Total smartphone 
unit sales increased 9% year-over-year in Q2 2012, according to NPD, but 
prepaid smartphone unit sales rose 91% in the same time frame. "As the 
smartphone market matures, and as growth slows, carriers have been smart 
to aggressively market some of their best current smartphones on a prepaid 
basis to a new set of customers, in order to keep sales humming along," said 
Stephen Baker, NPD vice president of industry analysis, in a press release. 
NPD also found that a growing percentage of buyers (33% in Q2 2012 vs. 24% 
last year) have lower household incomes ($35,000 or less). 
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EMPLOYEE DEVICE 
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EMPLOYEE 
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TWICE AS MANY 
EMPLOYEES TO BRING 
SMARTPHONES, 
TABLETS TO WORK 

> According to a new re- 
port from Juniper Research, 
by 2014 there will be 350 
million employee-owned 
smartphones and tablets 
in use in the workplace. 
By comparison, this year 
will see less than half that 
number: about 150 million. 
Juniper cites the popularity 
of high-end Android and 
iOS devices and cloud- 
based services as evolving 
hand-in-hand with workers' 
interest in bringing their 
own mobile devices to 
work. Juniper warns of se- 
curity risks associated with 
the trend, mainly with re- 
gard to the lack of robust se- 
curity software pre-installed 
on mobile devices and com- 
panies' inability to protect 
their data. 



TECH MERGERS & ACQUISITIONS DECLINE IN Q2 

> Whereas there were 65 merger or acquisition deals closed in Ql of this year, 55 
such transactions took place in Q2, representing a 15% decline, according to a recent 
PricewaterhouseCoopers report. Still, the value of those acquisitions has grown com- 
pared to last year, as indicated by the chart below. PricewaterhouseCoopers identified 
software, ecommerce, and cloud services and solutions as areas that are continuing to 
see much activity, and asserted that the lines delineating these areas are becoming less 
distinct. "The line between Internet and software continues to blur as acquirers aug- 
ment cloud-based offerings and push more services to the Web," said Rob Fisher, U.S. 
technology industry transaction services leader, in a press release. 

■ Q2 2011 ■ Q2 2012 



Total Number 
Of Deals 



Combined Value 
Of All Deals 





Average 
Deal Value 




'The line between Internet and software continues to 
blur as acquirers augment cloud-based offerings and 
push more services to the Web." 

Rob Fisher 

U.S. technology industry transaction services leader 



IT OUTSOURCING TO REACH 
$251 .7 BILLION THIS YEAR 

>- According to Gartner, global spending 
on IT outsourcing services will reach 
$251.7 billion this year, which marks a 
2.1% increase compared to last year's 
total of $246.6 billion. Data center out- 
sourcing, however, "is at a major tip- 
ping point, where various data center 
processing systems will gradually be re- 
placed by new delivery models through 
2016," said Bryan Britz, research director, 
in a Gartner press release accompanying 
its new findings. In fact, Gartner found 
that spending on data center outsourcing 
will decline by 1% this year. Gartner sees 
cloud compute services as a primary 
growth area within ITO and expects 
that segment to reach $5 billion this year, 
which would be a 48.7% increase over 
last year's $3.4 billion. 



REPORT CLAIMS 75% OF 
POPULATION HAS MOBILE 
AVAILABILITY 

> That mobile phones have taken 
hold throughout the world is 
nothing new, but it might surprise 
you to learn the extent to which ac- 
cess to mobile phones and mobile 
communications has spread among 
both the developed and developing 
world. According to a new report 
from the World Bank and infoDev, 
the total number of mobile sub- 
scriptions worldwide had not even 
reached 1 billion in 2000 but has now 
passed 6 billion. The report makes 
a distinction between the number 
of subscriptions and the number of 
people using subscriptions, identi- 
fying an upward trend in individual 
users having multiple subscriptions. 
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Driven By Innovation 



Lenovo® Uses Its Past To Pave Its Future 



2012 is proving to be a monumental 
year for Lenovo® ( www.lenovo.com ). 
In October, the company's iconic 
ThinkPad® brand will mark 20 years 
of providing trusted performance to 
millions of customers worldwide. 
And by year's end, projections from 
various research firms indi- 
cate that Lenovo will take the 
helm as the world's leading 
PC manufacturer. 

This is a position made possible by 
the entrepreneurial environment that 
Lenovo fosters among its employees, 
the relationships it has fostered with 
major retailers including Best Buy 
( www.bestbuy.com ) , and the countless in- 
novations the company has introduced 
through its ThinkPad, IdeaPad®, and 
IdeaCentre® product lines. 

"The ascent to No. 2, and ultimately 
to No. 1, isn't by accident," says David 
Rabin, Lenovo's executive director 
of marketing for the North America 
market. "Our employees are pas- 
sionate about what they do, and we 
empower them to do what is right for 
the customer." Beyond innovating de- 
signs that meet and exceed customer 
demands, Rabin says, Lenovo relent- 
lessly works to deliver value through 
world-class products and services. 

INNOVATION ON DISPLAY 

Best Buy, Rabin says, understands 
the innovation, quality, and value 
Lenovo products provide. "The market 
trusts Best Buy to provide the latest in 
technology and to consult it to put the 
right products in their hands to make 
their jobs and lives easier and more 
productive. Lenovo," he adds, "fills 
the bill." 




IdeaPad P580 Notebook, IdeaCentre A720, and IdeaTab A2109 



As a case in point, there is the IdeaPad 
P580, a notebook computer Lenovo 
manufactures exclusively for Best Buy. 
Available with 750GB or 1TB storage, 
the P580 combines a 15.6-inch display 
(1,366 x 768), 3rd Gen Intel® Core™ pro- 
cessor, Intel® HD graphics, HDMI Out, 
and Windows 7, among other features, 
in one value-priced package. 

Lenovo's IdeaTab™ A1107 and A2109 
tablets, meanwhile, are also available at 
Best Buy. These 16GB tablets are "per- 
fect for the road warrior, at-home user, 
and everyone in between," says Rabin. 
Running the latest Android OS, these 
tablets offer long-lasting battery life and 
high-end multimedia performance as 
exemplified by stellar audio, clear video 
chats, and dynamic video playback. 
The All 07 features a 7-inch capaci- 
tive touchscreen with Micro USB and 
microSD card ports for adding more 
storage and peripherals. The A2109 
wraps a 9-inch HD four-point multi- 
touch display in a stealth aluminum 
shell that features an interior roll cage to 
guard against drops. Its many features 



include integrated GPS and ports for 
Micro USB, HDMI, and SD cards. 

AND FINALLY, AN ALL-IN-ONE 
FOR EVERYONE 

Lenovo's new IdeaCentre A720 is a 
versatile 27-inch all-in-one PC that is 
the slimmest touchscreen of its kind. Its 
versatility is derived from its 10-finger 
multitouch 1080p HD display and its 
ability to adjust from a 90-degree up- 
right position to fold completely flat for 
tablet-like use. 

With HDMI ports, Blu-ray Disc drive, 
TV tuner, 720p HD Web camera, and 
Dolby® Home Theater v4 audio all en- 
gineered into a razor-thin, frameless de- 
sign, the A720 is an ideal presentation 
vehicle, whether displaying graphics in 
the boardroom or an HD movie after 
hours. The A720 includes a 3rd Gen 
Intel® Core™ i5 CPU, 6GB memory, 
500GB storage, and Windows 7. With all 
of these features, the A720 is perfect for 
multitasking, conducting HD-quality 
conference calls, and basking in home 
theater-quality presentations. 



Lenovo | (866) 968-4465 | www.lenovo.com 
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■ Highly responsive 10-finger touchscreen 

■ Super flexible tilt screen 

■ World's slimmest 27" touchscreen All-in-One 



Vertical 

For a high-contrast PC 
monitor or beautiful 
home theater 

Angled 

For a responsive ten-finger 
touchscreen experience 

Flat 

For collaboration and 
sharing information in 
the boardroom 
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The Real Deal 

The True Cost Of Doing Business In The Cloud 



Cloud computing has acquired a 
reputation for being able to provide 
companies any number of potential 
benefits, including giving businesses 
enhanced agility and quickening 
the pace of getting product to mar- 
ket. Chief among the benefits often 
cited, however, is the cloud's billed 
prowess for helping businesses re- 
duce costs, including by lessening 
the computing resources that busi- 
nesses run in-house. 

The fact is, however, that many 
companies that take to the cloud even- 
tually encounter unexpected costs 
and/or hidden fees. These can stem 
from poor planning (over-allocating 
resources, selecting the wrong pricing 
plan, and so on), unintentional human 



Key 
Points 



error (leaving unused servers on only 
to rack up on-demand fees), or over- 
sight (discovering hidden fees down 
the road). The following examines 
various types of unexpected cloud- 
related costs, how businesses can plan 
for them, and more. 

STATE OF FINANCIAL AFFAIRS 

The driving factor for many com- 
panies planning and completing a 
transition to the cloud is reducing 
costs, says Seth Robinson, director, 
technology analysis, CompTIA ( www 
.comptia.org ). Upon completing a tran- 
sition, most organizations track costs 
to determine if original estimates 
were accurate and if the cloud invest- 
ment is paying off, he says, "but both 



end users and IT channel firms are 
finding that hidden costs can add up 
over time." 

A "Third Annual Trends In Cloud 
Computing" study that CompTIA 
published in July indicated 79% of 
IT and business executives surveyed 
discovered that costs savings real- 
ized from cloud computing efforts 
were on par with or exceeded orig- 
inal estimates. Over time, however, 
the situation changed for some. "The 
number of firms that have found cost 
savings to be lower than original 
estimates steadily grows from year 
two of cloud adoption and beyond," 
Robinson says. 

As organizations become more 
experienced with cloud solutions, 



Increasingly more busi- 
ness units and depart- 

:: ments are choosing their 
own cloud services, 

:: which can lead to un- 
foreseen bills later on. 



Unexpected costs related to cloud 
computing deployments can crop 
up due to hidden costs, human er- 
ror, acquiring management tools, 
security and performance track- 
ing, and many other reasons. 



Some companies find 
that cost savings realized 
upfront dissipate over 
time due to incorrectly 
estimating the real cost of 
using the cloud solution. 



Some companies 
attempt to control 
cloud-related 
costs using cloud 
management 
tools. 
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Robinson explains they may find 
that upfront savings erode due to 
issues that take place with extended 
use, including not properly esti- 
mating the true cost of the solution. 
Further, companies surveyed that 
had used the cloud for less than one 
year were somewhat likely to have 
found the costs savings were lower 
than predicted. These companies, he 
says, may be attempting more ad- 
vanced cloud use because they're 
later adopters, but "they are not in- 
cluding all the proper variables in 
the costs analysis." 

Robinson says it's important busi- 
nesses remember that some cloud so- 
lutions provide important benefits 
while not necessarily saving money. 
Additionally, more complex cloud 
uses lead to more complex calcula- 
tions for ROI. Factors related to this 
complexity include actual cloud 
usage being greater than original es- 
timates, required upgrades to net- 
work infrastructure, additional staff 
training, unplanned use of a third 
party to assist with a cloud transition, 
and having to add a second cloud 
provider to improve reliability. 

"Many cloud solutions may work 
well within the pricing options of- 
fered by a cloud vendor, but certain 
activities, such as customized soft- 
ware development, may require more 
careful assessment," Robinson says. 
"Features that can be delivered only 
at premium prices, or that force guess- 
work on the amount of usage, may 
cause costs to skyrocket. Cost estima- 
tions should be sure to closely match 
the needs of the application with the 
service being provided." 

THE UNEXPECTED 

How often businesses encoun- 
ter unexpected cloud-related costs 
is difficult to say, says Amy Larsen 
DeCarlo, Current Analysis ( www 
.currentanalysis.com ) principal analyst, 
security and data center services. 
Anecdotally, she believes it's common 
but "I'm not sure it's any more 
common than it is in any similarly 



extensive effort." Small and midsized 
businesses transitioning application 
workloads to the cloud, she says, 
can experience unexpected costs that 
are related to migrating legacy ap- 
plications into the new environment 
and /or integrating cloud and non- 
cloud applications. 




"There are many costs associated 
with migration to the cloud that orga- 
nizations often underestimate or over- 
look," DeCarlo says. These include 
resources required to develop an op- 
timal migration plan, test and devel- 
opment, and activities associated with 
ensuring and proving compliance in 
regulated industries. Other examples 
include licensing costs not accounted 
for in advance of deployment and ap- 
plication maintenance issues. Overall, 
DeCarlo says organizations must have 
a realistic time frame and migration 
plan that accounts for testing, staffing, 
and technical resources necessary to 
support a cloud effort. 

Sam Barnett, Infonetics ( www.info 
netics.com ) directing analyst, data 
center and cloud, says unforeseen 
costs happen "pretty much all the 
time." The reasons behind these costs 
vary depending on a cloud transition's 
complexity. "In some cases, connec- 
tivity is insufficient to support the 
needs of the business, or perhaps the 
cloud provider lacks certain expertise 
to support a group of applications and 



those costs may be passed along to the 
subscriber," he says. 

Most large cloud providers, he 
says, have developed strong data- 
moving skills, typically taking a 
snapshot of the subscriber's data, 
transporting it via bulk media, and 
loading it at the provider's facility. 



A relatively well-understood trans- 
actional process is then used to bring 
data current, he says. Typically, par- 
allel operations are maintained for 
a period of time to ensure stability 
of the outsourced solution prior to 
the final cutover. Most cloud vendors 
will price this service into the initial 
proposal, he says. 

Joe Clabby, Clabby Analytics (www 
.clabbyanalytics.com ) president, says 
unforeseen costs can stem from ad- 
ditional licensing, higher energy, and 
human labor /management require- 
ments. Security and application per- 
formance management are common 
areas where unexpected costs can 
occur, he says. Considerations in- 
clude how to track and secure data as 
it travels through the cloud, ensuring 
authorized users are able to access 
the data, and tracking the course of 
applications as they travel through 
the cloud. Security-wise, authenti- 
cation/authorization software and 
expertise represent costs, while ap- 
plication behavior requires applica- 
tion performance management tools, 



'There are many costs associated with 
migration to the cloud that organizations 
often underestimate or overlook/ 7 

Amy Larsen DeCarlo 

principal analyst, security and data center service, Current Analysis 



Do your homework, understand the 
provider, and ask questions, otherwise 
"you'll regret it later/ 7 

Sam Barnett 

directing analyst, data center and cloud, Infonetics 



PCToday / September 201 2 13 



ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 



he says. Further, human labor is re- 
quired to implement and monitor se- 
curity and track application behavior. 

PICK YOUR PRICE 

Given that costs can pop up, se- 
lecting the appropriate cloud pricing 
plan is key. Clabby advises choosing 




the right servers and systems when 
doing so and ensuring they can execute 
required workloads efficiently. "In the 
end, it's all about matching workloads 
to systems to achieve maximum effi- 
ciently/' he says. Barnett says it's im- 
portant to understand the benefits and 
pitfalls of a "bargain" pricing plan, par- 
ticularly if the business isn't well-versed 
in the nuances of outsourcing. Do your 
homework, understand the provider, 
and ask questions, he says, otherwise 
"you'll regret it later." 

DeCarlo says it's critical to be partic- 
ularly careful about selecting a suitable 
service. "What appears to be the least 
expensive on paper may not actually 
be the best cost fit for an organization 
that requires additional capacity," she 
says. Specifically, carefully investigate 
pricing around adding and decom- 
missioning resources, she says. "Take 



your time developing an appropriate 
plan and test, test, test," she says. "Not 
every application works for every or- 
ganization in the cloud right now." 

As for ongoing maintenance and 
support costs, Clabby says to watch 
for licensing costs. "For instance, in the 
VMware world, you get charged for 



how much memory you use. If you 
exceed a threshold, you pay more," 
he says. DeCarlo says in unmanaged 
cloud environments, the client is still 
responsible for managing the virtual 
machines and the software running 
on them. Application bugs and other 
issues can require significant support 
resources to correct, she says. "The 
cloud puts a fine point on IT's impor- 
tance in helping keep operating costs 
in line. [The cloud] can also potentially 
highlight an IT organization's ability 
to support revenue growth directly 
by helping expedite the time the orga- 
nization takes to get new products to 
market," she says. 

IT & COST MANAGEMENT 

One way some companies are 
working to control cloud costs is 
using cloud-management tools that 



can provide insight into costs along 
with automation and optimization 
abilities. Such tools are still in their 
infancy, however. DeCarlo says they 
still need work, while Barnett says 
though "there are pockets of excel- 
lence" there's still a "long way to go." 

Robinson advises to factor in the 
potential need for new IT tools and 
talent, concentrating first on new or 
improved tools for controlling or 
monitoring the cloud solution. This 
may mean an extension to an ex- 
isting tool or new additions to the IT 
toolbox. Companies may need third- 
party software to provide a com- 
prehensive view of the architecture 
so administrators can view vital in- 
formation from both cloud and on- 
premise systems simultaneously, he 
says. There may also be a need to tie 
a company's financial system to a 
cloud provider to determine usage for 
billing purposes. "These are examples 
of tools that can be major projects on 
their own, driving costs higher and 
necessitating a heavy time investment, 
as well," Robinson says. 

Elsewhere, "Staff reduction may 
be an aftereffect of cloud transition, 
but companies have a greater ten- 
dency to restructure the IT depart- 
ment in some way," Robinson says. 
CompTIA's study found that 28% of 
companies that restructured IT hired 
new workers to bolster IT efforts. 
"This may be especially true where 
cloud computing is used to add new 
capabilities to a business and a siz- 
able amount of equipment remains 
on premise," he says. 

Another consideration is who will 
provision cloud services. "New tech- 
nology acquisitions were once the uni- 
versal domain of the IT department," 
Robinson says. "That made spending 
easy to budget and control." Today, 
individual business units and depart- 
ments are increasingly choosing their 
own technology, including cloud ser- 
vices, he says. "Without involvement 
of the IT and finance departments, this 
freedom can lead to unpleasant sur- 
prises when the bills come due." 



'Tor instance, in the VMware world, 
you get charged for how much memory 
you use. If you exceed a threshold, 
you pay more," 

Joe Clabby 

president, Clabby Analytics 



"Features that can be delivered only 
at premium prices, or that force 
guesswork on the amount of usage, 
may cause costs to skyrocket. Cost 
estimations should be sure to closely 
match the needs of the application with 
the service being provided." 

Seth Robinson 

director, technology analysis, CompTIA 
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Does Your Company 
Need An ERP System? 

Yes, But The Depth Depends On Your Business 



ERP (enterprise resource manage- 
ment) systems are in-depth solutions 
that cover multiple facets in your com- 
pany and are designed to simplify busi- 
ness processes and ease the burden on 
your workforce. "ERP is a term used 
to describe the software a company 
uses to run its business on," says China 
Martens, an analyst with Forrester 
Research ( www.forrester.com ) in the area 
of application development and de- 
livery. "It's a combination of accounting 
and finance, human resources manage- 
ment, order management, procurement, 
project management, and vertical busi- 
ness processes specific to the industry 
or industries the company operates in." 

But having a definition for ERP 
doesn't necessarily make its impor- 
tance abundantly clear. Yes, it's a large 
part of your business, but it's diffi- 
cult to know what constitutes an ERP 
system and how you should go about 
implementing or upgrading one. We'll 
show you some of the major benefits 
of utilizing the full capabilities of ERP 
and help you determine whether or 
not you're company will benefit from 
implementing a new system. 

YOU MAY ALREADY HAVE IT 

If you're asking yourself whether or 
not ERP is necessary for your business, 
George Goodall, senior research analyst 
with Info-Tech Research Group ( www 
.infotech.com ), has a simple answer: 




"ERP is essential for companies of all 
sizes." But you may also be surprised 
to know that your company more than 
likely already has a functioning ERP 
system, even if that isn't what you call 
it. "Any company or organization that 
has to manage financials and assets 
within the enterprise has some sort of 
ERP system," says Goodall. "The real 
issue that people have is that in many 
cases the systems that people use might 
be underpowered or lack features." 

As Martens pointed out, an ERP 
system is essentially the backbone of 
all of your business processes. Whether 
you are balancing your books for ac- 
counting purposes, keeping track of em- 
ployee information for HR purposes, or 



simply trying to make sure your pro- 
duction floor keeps its schedule, you're 
using some form of an ERP system. In 
fact, simple accounting programs that 
many small companies use to balance 
their books are forms of ERP systems. 
The key is to recognize the major ben- 
efits of having a dedicated ERP system 
that goes beyond simple functionality 
and becomes a management center for 
your entire operation. 

THE BENEFITS OF GENERAL 
ERP SYSTEMS 

ERP systems are designed to sim- 
plify process management for com- 
panies and make it much easier to 
operate the businesses themselves. 



Key 
Points 



Recognize that you 
may already have an 
ERP system in place, 
but you need to make 
sure that it meets your 
company's needs. 



ERP systems can help 
automate tasks, ease 
the burden on your 
workforce, and help 
you better manage 
your company. 



Regardless of 
your industry, you 
can find an ERP 
solution specialized 
enough to complete 
unique tasks. 



Make sure you select the best 
possible consultant. Even 
if you choose a good ERP 
solution, it won't give you 
maximum benefits without 
correct implementation. 
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They can often remove the need for 
manual number crunching and pro- 
vide the information necessary to 
make decisions as they happen rather 
than well after the fact. "In general, a 
key benefit is the ability with ERP to 
automate more tasks, workflows, and 
entire business processes so a com- 




pany is less reliant on manual data 
entry," says Martens. "The goal is to 
end up with more timely and accurate 
data within the ERP system, which 
users can then run reports on to gain 
insight into the company's current 
operations and to help plan for the 
future." 

In essence, the biggest benefit of 
an ERP system is that it will improve 
your company's stability now and 
in the years to come. It will improve 
your organization's overall effi- 
ciency; minimize data entry to free 



up all-important data man hours for 
other pressing tasks; and "reduce 
the amount of time it takes to close 
books and complete each accounting 
cycle," adds Martens. Plus, a well- 
established ERP system will not only 
take care of simple processes, but 
highly specialized tasks as well. 



GETTING SPECIFIC 

Because companies of all sizes should 
have some form of ERP in place, it 
stands to reason that those ERP systems 
should also be customizable enough to 
meet the needs of various industries. 
"There are packages built for every in- 
dustry that you can imagine, including 
some shockingly specialized ones," 
says Goodall. "Even if you're a shrimp 
farmer, you can find a specialized ERP 
package. There's an extreme degree of 
specialization here because people are 



not looking for just another system to 
manage their finances, they're looking 
for a system that will fix their specific 
business problems." So, if you have 
highly specialized business processes 
that aren't present in other industries, 
it's up to you to communicate with your 
vendor and implementation partner to 
ensure those features are present. 

PICK THE BEST POSSIBLE 
IMPLEMENTATION PARTNER 

In the end, if you do decide to im- 
plement a brand new ERP system, the 
most important decision you'll make 
is who you bring on as your imple- 
mentation consultant. According to 
Goodall, too often companies will get 
hung up on who the vendor is or how 
sophisticated the solution is without 
putting enough emphasis on their im- 
plementation partner. From his find- 
ings, most companies cite problems 
with a consultant more often than 
they complain about the product itself. 

"When we do post hoc analysis and 
ask people how their implementation 
went, they very rarely say that we 
made the wrong technology choice," 
says Goodall. "They say that they had 
problems with their integration partner 
and the implementation process. They 
didn't engage their business leader- 
ship enough; they didn't prepare for 
the cutover from implementation to 
operation well enough; or they didn't 
prepare their end users. All three of 
those really have to be done internally 
with the help of a consultant." 

Goodall recommends that you 
choose an implementation consul- 
tant at the same time you select your 
ERP solution to ensure they are ex- 
perienced and capable enough to in- 
stall it correctly. Martens adds that "a 
company needs to be very engaged 
throughout the entire process, par- 
ticularly if it is heavily reliant on third- 
party implementers and integrators." 
The ERP system you select is impor- 
tant, but if the solution isn't installed, 
implemented, and integrated with the 
upmost care, you could run into huge 
problems in the future. 



"Being able to bring together the data gener- 
ated by the ERP software and then querying 
that information can assist companies in 
gaining more insight into their day-to-day 
operations and give them data to use to carry 
out what-if planning, both in terms of scal- 
ing up the business to meet likely increased 
demand or in scaling back to anticipate a dip 
in demand for its products/' 

China Martens 

analyst, Forrester Research 



"A lot of organizations on dated systems 
will rely heavily on ad hoc business pro- 
cesses. They spend a lot of time emailing 
spreadsheets around, and those spread- 
sheets need to be compiled. A new system 
will typically provide better tools for that 
process management and more control 
over that underlying data." 

George Goodall 

senior research analyst, Info-Tech Research Group 



PCToday / September 201 2 17 



ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 




Key 
Points 



Managed service 
providers are avail- 
able to handle any 
IT-related task, 
including systems, 
storage, networking, 
security, and more. 

Knowing whether 
your company needs 
an MSP depends 
on your ability to 
analyze your own 
requirements, includ- 
ing present and 
future needs. 

The size of a business 
can play into the 
potential need for 
a managed service, 
but a business' reli- 
ance on a particular 
technology might 
be a better deciding 
factor. 

Establishing a high 
level of trust is 
crucial to ensuring a 
successful relation- 
ship with an MSP, 
so customers should 
discover precisely 
what they'll be 
receiving. 
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YOU CAN SCOUR EVERY FOREST On the 

planet, but you're still unlikely to find 
a tree that lets you pluck manpower, 
time, and technical expertise from its 
branches. Yet there's a service model 
that comes darn close to offering this 
low-hanging fruit, and the good news is 
it's available to every business, regard- 
less of size, scope, and industry. 

MSPs (managed service providers) 
assume the responsibility of one or 
more IT-related tasks for businesses on 
an ongoing, proactive basis, or simply 
when called upon. These individual ser- 
vices can cover everything from storage, 
security, and systems /network man- 
agement to telecommunications, supply 



chain management, and even utilities. 
For businesses, this model provides a 
cost-saving opportunity to bring expert 
service in-house without hiring addi- 
tional employees or stretching existing 



resources. 



'Today, there are a number of dif- 
ferent types and sizes of MSPs ranging 
from telecommunication companies, 
global system integrators, boutiques, 
and IT solution providers," says Dra- 
gana Vranic, director of managed ser- 
vices for Forsythe ( www.forsythe.com ). 
"All these MSPs, regardless of size, can 
deliver similar services, including moni- 
toring configuration management, up- 
dates, patches, risk management, [and] 
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» Be Inquisitive 

When selecting a managed service 
provider, companies are often faced 
with a dizzying array of choices that 
can lead to an improper fit if they 
didn't perform due diligence. Dragana 
Vranic, director of managed services 
for Forsythe (www.forsythe.com), 
recommends finding answers to the 
following questions to determine the 
best MSP fit for your company: 

Will you have access to experts 
when it is needed? 

What are the escalation procedures? 

Does the MSP have the resources 
and capabilities to handle an emer- 
gency should one occur? 

Are the service and response times 
acceptable for your business? 

What kind of analysis and reporting 
will your company receive? 

Will the provided services be com- 
ing from a domestic source or an 
offshore source? 

Does the MSP have any quality 
management internal processes? 




'The ability of the MSP to tailor solutions 
to the customers' needs can be limited in 
the larger MSPs, so the client should take 
this into consideration/ 7 

Dragana Vranic 

director of managed services, Forsythe 



"One of the best ways to select an MSP is 
to ask for and talk to existing customers 
who the MSP already services. The closer 
those customers are in size, scope, or verti- 
cal, the better." 

Vince Plaza 

vice president of IT, Team Logic IT 




compliance requirements. The differ- 
ence between MSPs is the quality and 
flexibility they provide in delivering 
these services. Clients should review the 
performance and additional services — 
such as on-site professional services — of 
the MSP in order to determine best fit/' 

INSIGHT THROUGH 
INTROSPECTION 

Determining the type of MSP that's 
right for your business starts with an 
internal analysis of your own organi- 
zation. Companies need to determine 
what they're buying, even if they've 
already engaged with an MSP, and they 
need to establish their own service-level 



requirements, the pain points to be ad- 
dressed, and any future requirements. 
This way, Vranic says, the service-level 
contract can allow the business to easily 
meet those expectations. 

"The company should consider how 
much of their IT needs they want to out- 
source to the MSP," says Vince Plaza, 
vice president of IT at TeamLogic IT 
( www.teamlogicit.com ). "Most SMBs can 
typically outsource all of their IT needs, 
whereas larger organizations may have 
in-house responsibilities for local in- 
frastructure and desktops while they 
may outsource servers, monitoring, and 
other services to the MSP." 

Plaza says companies should also 
consider whether they need both man- 
aged services and project work, because 
if they do, theyTl need an MSP that can 
provide both remote and onsite support 
when required. From Plaza's experience 
as an MSP, he says it's nearly impossible 
to avoid sending technicians online for 
certain tasks, such as replacing hard- 
ware or working on projects unrelated 
to managed services. 

"An organization should also work 
to understand what the MSP's opera- 
tional procedures are," Vranic advises. 
"How are they delivering their ser- 
vices? What is the mean time to respond 
to and resolve issues? What types of 
internal processes have they adopted — 



ISO standards, for example — to ensure 
their performance and responsiveness? 
They should also look at onshore vs. 
offshore capabilities and the culture fit 
of the MSP. The client needs to ensure 
that the agreement they develop with 
the MSP allows [the client] to meet the 
needs of their own internal business cli- 
ents in a way that is a true partnership/ 
extension of their team." 

SIZE CONCERNS 

Part of the equation for selecting an 
MSP includes the size of an organiza- 
tion, which might even help a busi- 
ness determine that it doesn't need an 
MSP at all. Antonio Piraino, chief tech- 
nology officer at ScienceLogic (www 
.sciencelogic.com ), notes that the size of 
the business can be more vital as an 
indicator of the need for a service pro- 
vider than the vertical market it's in. 

"Small startup businesses, espe- 
cially brick-and-mortar businesses, will 
typically be far more limited in budget, 
in-house IT expertise, and in the com- 
plexity of their IT infrastructure deploy- 
ment. That means that having the basics 
of a website and email system might 
suffice, and hence a shared hosting pro- 
vider is enough. As that business grows, 
or does more of its business online, 
the need to have a billing and charge- 
back tool, a backend database, a CRM 
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system, and firewall services becomes 
increasingly important. Larger retailers 
would also be looking for PCI-DSS [data 
security standard?]-compliant service 
providers to handle their transactions/' 
Piraino says. 

A larger business might have a big 
IT department with manpower to 
spare, but that doesn't mean it has the 
level of support for the migration and 
continued management of these com- 
plex systems. Piraino adds that certain 
sizable companies might seek far less 
management and far more of an eco- 
system within which to manage their 




infrastructure and add missing appli- 
cations or components, such as billing 
systems. In these cases, a provider of- 
fering IaaS (infrastructure as a service) 
or PaaS (platform as a service) might 
be a good option, particularly if it pro- 
vides usage-based pricing. 

"However, accessing this infrastruc- 
ture takes more of a technical acumen 
than, say, an employee using a user- 
friendly interface to manage their fi- 
nancial application," Piraino says. 
"Admittedly, there are certain verti- 
cals — namely, the financial, health- 
care, and federal sectors — that have 
more stringent regulatory parameters 



that need to be addressed, and there- 
fore a service provider meeting SOX- or 
HIPAA-compliant infrastructure from a 
disaster recovery, security, or archiving 
perspective is going to naturally be 
more appropriate to that business." 

FINDING A FIT 

According to Piraino, smaller com- 
panies are more inclined to use local 
IT professionals, whereas larger orga- 
nizations tend to use more extensive 
infrastructure offerings provided by 
big MSPs. The technical level of service 
might differ between these types of 



co-founder and president, MSPAIIiance 



providers, but it's also important to re- 
member that the approach may differ, 
as well. 

"The size — and other factors — of 
the MSP play into whether [it is] ide- 
ally positioned to service the client," 
says Charles Weaver, co-founder and 
president of the MSPAIIiance ( www.msp 
alliance.com ). "Generally, a larger MSP 
cannot provide the same level of inti- 
macy and customer service to the client 
as a smaller MSP. Larger MSPs usually 
have more capabilities to handle larger 
clients, just in terms of more resources, 
better processes, and less risk compared 
to a smaller, less-equipped MSP." 



Business size shouldn't always be a 
deciding factor in whether a company 
seeks the help of an MSP. Plaza notes 
that company size is not always as 
important as how dependent a busi- 
ness is on the technology a managed 
service might deliver. For example, 
he says that a small company with 
fewer than 25 employees that relies 
heavily on critical systems (such as 
servers and networks) would benefit 
from a good MSP as much as a larger 
company that also depends on these 
systems. 

"For these companies that have sys- 
tems that need to be up and monitored 
24x7 — and any significant outages of 
those systems could have a disastrous 
effect on business — an MSP that pro- 
vides that type of service would be es- 
sential," Plaza says. "On the other side, 
a company, small or large, that doesn't 
rely as heavily on their technology may 
not benefit much from managed ser- 
vices. For these companies, where a 
downed computer or server doesn't 
result in potentially ruinous damage 
to their business, there may only be a 
small subset of managed services that 
they would benefit from." 

ENSURE TRUST 

It's crucial for companies to ensure 
there's a high level of trust with a po- 
tential MSP. According to Piraino, the 
most trustworthy service providers are 
those that can deliver adequate vis- 
ibility and control into the customer's 
environment. Of course, these levels 
can vary depending on what you're 
willing to pay, but Piraino says that 
assurances and visibility can put the 
customer's mind at ease. 

"Knowing that you have saved 
money, increased your flexibility — for 
example, for change requests — and can 
hold someone accountable for a su- 
perior service is what using a service 
provider is all about; otherwise, none 
would do it. Ask to test out their IT en- 
vironment, ask them for strong moni- 
toring and management tools, and ask 
for an SLA [service level agreement]," 
he says. 



" A provider can provide you with the 
environment and tools to make smart com- 
mercial business and operational business 
decisions. [It can] enable your business ser- 
vices and allows you to focus on what you 
know best: your core business/ 7 

Antonio Piraino 

chief technology officer, ScienceLogic 



"If the company is sophisticated enough, 
they will know with some accuracy what 
they need from a MSP. Others may not 
know what they need but only know what 
IT problems they are having/ 7 

Charles Weaver 
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Key 
Points 

New generations 
of tape technolo- 
gies provide more 
capacity, better 
performance, and en- 
hanced compatibility. 

Upgrading from 
previous generations 
of tape technologies 
allows organizations 
to consolidate tape 
drives and librar- 
ies to reduce costs, 
increase capacity, 
and gain additional 
benefits. 



Most organizations 
use a combination 
of tape (long term 
and archives) and 
disk storage (primary 
backup). 



Techniques such 
as partitioning, 
deduplication, and 
replication affect 
storage needs and 
configurations. 



TAPE 

Consolidation 



::::::::::::::::■:::: New Technologies Add Capacity & Performance 



The ever-increasing amount of data organizations must retain 
puts a burden on storage resources, staff, and budgets. Finding 
cost-effective means to back up, archive, and retain data for 
short-term restoration and long-term backup and disaster re- 
covery is a challenge most organizations face today. Thankfully, 
improvements to tape technologies, including enhanced ca- 
pacity and performance, can help alleviate these burdens. 
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WHAT DOES TAPE 
CONSOLIDATION MEAN? 

In the past, tape technologies were 
a confusing combination of propri- 
etary formats, hardware, and soft- 
ware. Recognizing a need for an open 
format technology to keep tape viable 
the LTO (Linear Tape Open) tech- 
nology effort came about in 1997. 
The first generations of LTO-based 
products were released in 2000, and 
new generations of the standard are 
released approximately every 18 to 
24 months. The current generation of 
the technology, known as LTO-5, was 
introduced in January 2010. 

The Ultrium tape format specifi- 
cation is the implementation of LTO 
technology optimized for high capacity 
and performance, in either a standalone 
or an automated environment. The 
Ultrium format uses a single-reel tape 
cartridge to maximize capacity, and it 
is ideally suited for backup, restore, and 
archive applications. 

Essentially, tape consolidation is 
achievable with an upgrade to newer 
tape technologies. Since the first gen- 
eration of LTO, successive releases have 
introduced improvements in features, 
capacities, and transfer rates. "If you 
look at tape technology over the last 10 
years, it has gotten considerably more 
reliable with every new generation, " 
says Patrick Corrigan, senior analyst 
with Storage Strategies Now (www.ssg 
-now.com ). "It also offers greater ca- 
pacity and greater performance. ,, 

For example, LTO-3 Ultrium tape, 
which was introduced in 2004, pro- 
vided 800GB of compressed storage 
per tape, up to 160MBps transfer speed, 
and WORM (write once, read many) 
technology. Enhancements in 2007 for 
LTO-4 Ultrium tapes included 1.6TB 
of compressed storage per tape, up to 
240MBps transfer speed, and the addi- 
tion of encryption capabilities. The cur- 
rent generation of Ultrium tape, LTO-5, 
offers 3TB of compressed storage, up 
to 280MBps transfer speed, and parti- 
tioning support. 

All Ultrium tape cartridges are 
a standard size of 4.1 x .8x4 inches 



» Which of the following best describes your organization's on-site 
data backup process? (Percent of respondents, N=441) 



Back up to disk based storage 
systems and tape 




(WxHxD), and they include backward 
compatibility features. An Ultrium drive 
can read data from a cartridge in its own 
generation and two prior generations, 
and it can write data to a cartridge in 
its own generation and to a cartridge 
from the immediate prior generation. 
For example, an LTO-5 Ultrium drive 
will read and write data on an LTO-4 
Ultrium cartridge and read data on an 
LTO-3 Ultrium cartridge. 

Because it is an open standard that 
provides compatibility between tape 
hardware and software, LTO has been 
widely adopted by tape vendors and 
businesses alike. For companies that 
have not upgraded tape technology and 
are using LTO-3, LTO-4, or other solu- 
tions, LTO-5 represents a significant op- 
portunity for tape consolidation. 

LTO-5 offers nearly 2X the capacity 
of LTO-4 and almost 4X the capacity of 
LTO-3 tape technology. With the LTO-5 
Ultrium format, you can consolidate 
storage to fewer cartridges, resulting 
in fewer tape drives and libraries that 
require less space, less power, and less 
maintenance costs. Tape consolidation 
can also help organizations keep better 
pace with data growth. 

HOW TAPE FITS 

IN THE STORAGE PUZZLE 

According to research conducted by 
the Enterprise Strategy Group in 2010, 
the majority of on-site data backup and 
archiving processes involved tape, ei- 
ther in combination with disk (62%) or 
directly to tape (20%). Due to its por- 



Back up to disk based storage 
systems only (no tape) 



Back up directly to tape 

(no disk-based storage systems) 



Source: Enterprise Strategy Group, 2010 

tability, low operating expenses, and 
low energy costs, tape works well for 
off-site storage and disaster recovery. 
It is also useful for long-term backups 
and archiving for the same reasons. 
'Tape backup for most organizations 
is now an archiving and/ or secondary 
backup solution rather than primary 
backup/' says Corrigan. 'Tape is still 
very viable, and I think it will be for a 
long time to come." 

Disk is typically used for regular, 
day-to-day backups and for replication 
of systems to off-site locations for di- 
saster recovery. Disk handles multiple 
streams of data and variable streams 
of data well, and it is easier to use than 
tape when it comes to data recovery 
and failover. Disk also handles multiple 
tasks at the same time, such as backing 
up and restoring data. 

To help maximize capacity, reduce 
backup windows, and reduce the 
amount of data transferred during rep- 
lication, disk solutions have the added 
functionality of deduplication. Daily 
backups typically include much of the 
same data. Deduplication is a method 
of reducing storage needs by elimi- 
nating redundant data and retaining 
20 times more backup data in the same 
disk footprint. Deduplication also 
makes the replication of backup data 
to disk over remote networks more ef- 
ficient, providing another means of off- 
site protection for backup data. 

Deduplication is rarely attempted 
with tape. "While there is one or two 
vendors that can do deduplication 
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to tape, most end-users that I speak 
with are not interested in it for tape," 
says George Crump, president of 
Storage Switzerland ( www.storage-swit 
zerland.com ). "The cost per terabyte 
of tape is already quite affordable; 




adding the complexity of dedupe to it 
does not make sense." 

Replicating data from disk to disk, 
then to tape for longer term storage is a 
model that can meet day-to-day backup, 
replication, and archiving needs. For 
example, you can use deduplication and 
replication to move data from a branch 
or other site to a larger office, which 
then can consolidate tape in the data 
center. "Of course, you can also have a 
tape library make copies of any tapes 
modified each night and ship them off- 
site," says Crump. "This is still a very 
common and cost-effective practice, but 
it is certainly waning in popularity." 

Partitioning is another common 
technique for both initial backup and 
long-term storage. Within a tape li- 
brary, partitioning makes a single 
physical tape library appear as mul- 
tiple logical libraries to outside ap- 
plications, and partitioning allows 
for consolidation of multiple backup 
libraries into a single library. It also 
provides support for mixed technolo- 
gies, legacy systems, and tape media. 

At the individual tape cartridge 
level, the LTO-5 specification enables 
the capability for two media parti- 
tions to help provide faster data ac- 
cess and improved data management. 
Together with the LTFS (Linear Tape 
File System), a standardized file system 
for LTO-5, tape data can be used in- 
dependently of any particular storage 
application. LTFS provides file system 



access at the operating system level, 
which allows viewing and accessing 
tape files as you would a disk or other 
removable media such as USB flash 
drives. It can enable capabilities that 
can manage files directly on tape and 



allow for easy sharing of the tape car- 
tridge with others. This is a significant 
improvement for tape usability. 

BENEFITS OF UPGRADING 
& CONSOLIDATING TAPE 
TECHNOLOGY 

"Tape is a mechanical technology 
where parts wear out," says Corrigan. 
"Most organizations need to replace 
their tape hardware every three to five 
years." If your organization is using a 
previous generation of LTO technology, 
upgrading to an LTO-5 Ultrium tape 
system offers a number of benefits. 

With nearly 2 times the capacity 
of LTO-4 and 4 times the capacity of 
LTO-3, the LTO-5 standard lets organi- 
zations reduce the size of existing media 
libraries and drives while building in 
capacity for data growth. Tape libraries 
are also scalable to keep pace with data 
growth with minimal investment. 

Consolidation can help you reduce 
costs and gain better performance. 
Typical cost reductions are related to 
administrative time, tape media, and 
service maintenance agreements. You 
can also save energy with greater ef- 
ficiency and less power consumption 
due to fewer tape drives and libraries. 
In addition, better performance from 
LTO-5 Ultrium drives and libraries pro- 
vides faster throughput. Compressed 
transfer rates are up to 1TB per hour, 
resulting in shorter backup windows 
and faster data access. 



"The exact benefits depend on the 
usage and the organization's current 
technology," says Corrigan. "For 
example, capacity and performance 
doubled from LTO-4 to LTO-5, but 
the organization's archive and data 



needs may also be increasing." Of 
course, if your company currently 
uses LTO-3 Ultrium tape, the poten- 
tial benefits are greater. 

Partition support and the LTFS offer 
new features not previously supported 
by tape. The technologies enable orga- 
nizations to switch archive hardware 
and software without costly migrations. 
Also, tape can be accessed at different 
locations using a standalone drive, elim- 
inating the need to transport the media 
back to a primary location. "LTFS is a 
relatively standard file system on tape. 
When all tape formats were proprietary, 
the format made tape technology work 
for just a specific backup software ven- 
dor's format," says Corrigan. "As more 
and more vendors adopt LTFS, the pro- 
prietary file formats are going away." 
Storage resource management tools are 
also commonly supported, so you can 
have visibility into all storage compo- 
nents, including tape and disk. 

EVALUATE TAPE TECHNOLOGY 

Take the time to evaluate your cur- 
rent tape technology and potential for 
upgrading. Making the initial invest- 
ment can payoff in the end by allowing 
your organization to consolidate to 
fewer tape libraries, drives, and car- 
tridges. Potential advantages include 
increased capacity, enhanced compat- 
ibility, better visibility into your storage 
systems, and lower operating, mainte- 
nance, and administrative costs. 



'Tape is a mechanical technology where parts wear out. Most 
organizations need to replace their tape hardware every three to five 
years. The benefits of upgrading and consolidation depend on usage 
and the organization's current technology/ 7 

Patrick Corrigan 

senior analyst, Storage Systems Now 
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It's often stated that a business' most 
important asset is its data. One means 
of protecting data that can prove ex- 
tremely effective is FDE (full-disk 
encryption). As David Hill, Mesabi 
Group ( www.mesabigroup.com ) principal, 
says, implementing FDE can mean 
"not having to say that you are sorry 
about a breach of privacy." 

WHAT FDE IS 

In broad terms, Greg Schultz, senior 
advisor for The Server And StoragelO 
Group ( www.storageio.com ), says FDE 
ensures data on hard disk or solid- 
state drives is secure via encryption 
that prevents unauthorized reading 
or viewing of that data. Rather than 



specifying individual files for encryp- 
tion, FDE automatically encrypts 
everything on a drive, leaving it un- 
decipherable without providing an 
authorized "key" to decrypt it. FDE is 
obtainable via SEDs (self-encrypting 
drives) that integrates encryption ca- 
pabilities into the drive itself or a soft- 
ware driver that applies encryption. 

Schultz says instead of relying on an 
application (email, database, backup/ 
restore, etc.), operating system, or file 
system function to encrypt data, the 
drive or software driver handles en- 
cryption, while the decryption key is 
stored elsewhere. "What this means," 
he adds, "is that by being full-device 
encrypted, everything that is saved to 



the device is automatically encrypted 
vs. having to specify what is or is not 
encrypted." 

FDE BENEFITS 

Beyond automatically encrypting 
data, Hill says FDE ensures that "busi- 
nesses are compliant with regulations, 
such as for the protection of PII (per- 
sonally identifiable information) and 
avoiding the risk of inordinate, unex- 
pected, and unnecessary costs" that a 
privacy breech can generate. Schultz 
says businesses, depending on location 
and industry, can be mandated to en- 
crypt data and face ramifications if data 
is lost, stolen, or otherwise breached 
and if devices are not encrypted. Think 



Key 
Points 



FDE automatically encrypts 
all data on a drive, leaving 
it accessible only with the 
use of an authorized key. 



FDE can prove effective at 
securing data in the event the 
device containing it (such as 
a laptop) is stolen or lost. 



FDE can help business- 
es meet compliancy 
regulations regarding 
data and privacy. 



Retrofitting a business' 
equipment for FDE or 
encryption can take several 
stages occurring over years. 
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of FDE, Hill says, as "a relatively low- 
cost and easy-to-implement insurance 
policy." 

Security-wise, a December 2011 
"Defending Privacy At The U.S. Border: 
A Guide For Travelers Carrying Digital 
Devices" paper from the Electronic 
Frontier Foundation ( www.eff.org ) states 




that even if a user has activated an ac- 
count or screen-lock password on a 
laptop, without FDE another user could 
remove the drive, install it on another 
system, and read the data without pro- 
viding the password. Conversely, the 
EFF states, "modern computer systems 
come with comparatively easy full-disk 
encryption tools that let you encrypt 
the contents of your hard drive with a 
passphrase that will be required when 
you start your computer." Such tools, 
the EFF states, represent "the most 
fundamental security precaution for 
computer users who have confidential 
information on their hard drives and 
are concerned about losing control over 
their computers." 

In general, businesses should im- 
plement FDE and encryption on note- 
books, PCs, tablets, workstations, 
servers, and "anything with a storage 
device, and in particular anything 
with a portable or removable storage 
device," Schuitz says. Unless no busi- 
ness-related data resides on a system, 
encrypt it, he says, "as it's often easier 



to show and prove you have or had 
encryption on a device than to prove 
there wasn't important or business- 
related data on the device." 

Technically, Hill says, some data 
doesn't require FDE-level protection, 
but for management's sake he suggests 
implementing FDE on all disk devices. 



This relieves IT from worrying about 
classifying data and how data moves, 
"as data may move from device to de- 
vice, and an unprotected device may 
someday have protected data on it." 

HOW EFFECTIVE IS FDE? 

One interesting take concerning 
FDE's effectiveness can be found in 
"The Growing Impact Of Full Disk 
Encryption On Digital Forensics," a 
paper from U.S. and UK researchers 
published in Digital Investigation. In it, 
the researchers state: "the increasing use 
of FDE can significantly hamper digital 
investigations, potentially preventing 
access to all digital evidence in a case." 
Shutting down a system containing po- 
tential evidence with FDE or even with 
volume encryption implemented isn't 
an acceptable technique because doing 
so can render all data "inaccessible for 
forensic examination." Further, the best 
chance for obtaining decrypted data in 
the field, the researches state, requires 
prosecutors to "prepare search warrants 
with FDE in mind." 



Conceivably, FDE can be bypassed 
in a few ways, the EFF states, including 
by hacking a system via Trojan horse 
or other method while the system is in 
use; using a "cold boot attack" where 
the attacker has control of a system 
while it's turned and the passphrase 
has already been entered (even if the 
system is in Suspend mode or the 
screen is locked); and using an "evil 
made attack" in which an attacker has 
control of a computer while it's off and 
the user "uses it later on without re- 
alizing the attack has happened." To 
safeguard against cold attacks, the EFF 
advises to always turn the system's 
physical power off as opposed to using 
Suspend or Hibernate modes. 

Schuitz says FDE implementations 
vary, thus a bigger question is how 
well the implementation works and 
what functionality exists with a respec- 
tive server, PC, Apple workstation, or 
notebook to support FDE and man- 
agement. "Some tools are needed to 
manage the FDE keys, so the easier 
they are to obtain, integrate, and use, 
the better," he says. 

HOW TO IMPLEMENT FDE 

Attempting a complete retrofit for 
encryption on Day 1, Hill says, isn't pos- 
sible people- or cost-wise. "A triage plan 
has to be put into place that attacks the 
most sensitive data first," he says. "As 
disk devices are replaced in a normal ro- 
tation cycle, the new devices should be 
SEDs. However, at the beginning, some 
software-based encryption might have 
to be used to avoid wasting the current 
investment in existing drives. As the full 
process may take a few years or more, 
getting started quickly is important," 
Hill says. 

Schuitz says the price difference 
between a FDE device /software and 
non-protected drive can be nominal 
when factoring in the cost of encrypting 
a non-FDE device, which can include 
setup, external software care, main- 
tenance, and securely erasing data, 
meaning "the FDE approach should 
actually have a better ROI while adding 
more functionality." 



" [Think of FDE as] a relatively 
low-cost and easy-to-implement 
insurance policy/' 

David Hill 

principal, Mesabi Group 



"[By] being full-device encrypted, every- 
thing that is saved to the device is auto- 
matically encrypted vs. having to specify 
what is or is not encrypted." 

Greg Schuitz 

senior advisor, The Server And StoragelO Group 
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Fortify Your 
Wireless Network 



Practical Steps ForSMBs 

Wireless networking is no longer 
an optional component of business 
network architecture. With the in- 
creasing popularity of mobile de- 
vices, as well as peripherals that 
support wireless connections, many 
businesses must either upgrade their 
existing networks or install new 
802.11 (Wi-Fi) components just to 
keep pace with today's technologies. 

The ability to put up a few ac- 
cess points and widely distribute 
the signal is one of the benefits of a 
wireless network, but it's also one of 
its weaknesses. Unlike a wired net- 
work, which for the most part keeps 



its network transmissions contained 
to the physical cables and devices 
in the network, a wireless network 
sends its signal out and about; if not 
properly secured, anyone can pick 
up, monitor, and use the signal. For 
this reason, wireless networks have 
specific security concerns. 

WIRELESS SECURITY BASICS 

Securing a wireless network is like 
creating an onion, if such a thing were 
possible; you add layers that a rogue 
user has to peel back to gain access. 
The more layers, the tougher and more 
diverse your protection system. In es- 



sence, add enough layers to your onion 
to make hackers cry "uncle." 

Not all of the layers add real se- 
curity; a competent, determined in- 
dividual can easily peel back these 
simple layers. But the layers can pre- 
vent casual users from gaining access, 
and at the same time, make it a bit 
more difficult for professionals. 

The simple layers include renaming 
the SSID (server set identifier), which 
is usually thought of as the router's or 
AP's (access point's) name. Many de- 
fault SSIDs are the name of the router; 
this gives would-be hackers informa- 
tion about the type of equipment they're 
trying to access, a significant advantage. 
When you change the router's name, 
consider using a name that doesn't in- 
clude information about your business. 

Change the default password for 
the administration of the AP. Use a 
random password containing both 
upper and lower case characters, plus 
special characters and numbers. Turn 
off the ability to administer the access 
point from the wireless connection; 
only allow administrative access over 
the wired network. 

Keep Wi-Fi signals contained. It's 
usually better to use multiple APs, with 
signal levels turned down, to cover a 
large area, than to use a single AP with 
a stronger Wi-Fi signal. Strong Wi-Fi 
signals can easily be picked up at a dis- 
tance, letting someone sit comfortably 
in their car, or even a hotel room across 
the street, while they try to penetrate 
your network. 

Also, keep your firmware up to 
date and change all passwords 
and shared keys on a routine basis. 
Finally, actively review your security 
measures. Assign someone to review 
the wireless network logs, looking for 
intrusions, rogue access points, etc. 

GOING FURTHER 

In terms of first steps, companies 
should start with the network's SSID: 
change the SSID, consider making it 
invisible, and require a password to use 
the connection. Also make sure that en- 
cryption is turned on. But by all means, 
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"One common mistake is broadcasting 

the network name Even though hiding 

your network name does not stop a 
determined predator, it does keep 
neighboring companies and 'freeloaders 7 
from using your bandwidth." 

Jay Botelho 

director of product management, WildPackets 



"Security is an ever-evolving thing, and 
you don't want to be caught running a 
standard that hasn't been used in a 
while or does not address new security 
threats as they arise." 

Carl Hirschman 

founder, SilverFox Broadband 




don't stick with the default settings, as 
these are commonly known among po- 
tential hackers. 

The type of encryption you choose is 
important. Avoid older methods, such 
as WEP (Wired Equivalent Privacy) or 
WPA (Wi-Fi Protected Access) with 
TKIP (Temporal Key Integrity Protocol), 
because both have been defeated. The 
newer WPA2 (WPA2 Personal or 
WPA2 Enterprise) is the preferred se- 
curity system for today's wireless sys- 
tems. Jay Botelho, director of product 
management at WildPackets ( www.wild 
packets.com ), suggests that, 'Tor wire- 
less, the primary goal is securing the 
communications link between the client 
and the AP, perhaps a few hundred 
feet max. If employees are only con- 
necting to corporate APs, all you really 
need to ensure is that the information 
in the data stream cannot be sniffed, 
recorded, and later decrypted by a bad 
guy. WPA2 Enterprise does that." 

WPA2 Enterprise has another advan- 
tage over WPA2 Personal, which uses 
shared keys stored on an employee's 
computer. WPA2 Enterprise uses an au- 
thentication server that can use a com- 
pany's existing Active Directory server 
to authenticate a user, allow them to 
connect to the wireless network, and 
then control access within the network, 
thereby restricting content access. 

If using WPA2 Personal, be sure 
to use long, complex passphrases. 
Also, be aware that since the shared 
keys are stored locally, there is a risk 
if a user's computer becomes lost or 
stolen. Upgrade to WPA2 Enterprise 
when you are able. 

Many businesses don't want unau- 
thorized individuals to hop onto their 
wireless network, but at the same 
time, they want to allow guests, usu- 
ally customers or vendors, to access 
specific areas of the network or con- 
nections to the Internet. 

Carl Hirschman, founder of SilverFox 
Broadband ( www.silverfoxbroadband.com ) 
says that using multiple SSIDs can allow 
both guest and corporate users. "Most 
enterprise grade wireless access points 
can run multiple SSIDs. A business can 



then set up a different SSID for each 
user group. For example, they may 
set up a 'guest' SSID and a 'business' 
SSID. When setting up multiple SSIDs, 
you will also want to set up a separate 
VLAN (virtual local area network) for 
each one of the SSIDs. A VLAN takes 
the physical network and segments part 
of it so that devices on one part of the 
network can't talk to the other part. It's 
like having an open office space, but 
then deciding that only HR employees 
can have the key to get into the locked 
storage area in the back." 

Besides using VLANs to segment 
your network, you can also use the 
authentication capabilities of WPA2 
Enterprise along with an Active or 
Open Directory server to further con- 
trol guest access. 

When considering what upgrades 
small businesses should consider, 
nearly all of the experts we spoke with 
recommended upgrading equipment 
to ensure the use of WPA2 Enterprise 
encryption and authentication services. 
For most businesses, this would mean 
either installing hardware /software 
to create an authentication (RADIUS) 
server, or the use of cloud-based service 
to provide authentication. 



Pablo Estrada, solution architect at 
Meraki ( www.meraki.com ), recommends 
adding traffic shaping technology. "We 
often recommend clients use application 
traffic shaping to throttle recreational 
traffic on the wireless network," he says. 
"This helps the performance of busi- 
ness-critical applications, such as VoIP 
and email, and it limits the time users 
spend using recreational applications. 
Many organizations are concerned with 
possible implications of peer-to-peer ap- 
plications as well as the impact of heavy 
use of video and social media applica- 
tions. Application traffic shaping helps 
business achieve their goals with a wire- 
less deployment and can enhance pro- 
ductivity for employees." 

INTEGRATE YOUR NETWORKS 

There are, of course, many addi- 
tional steps you can take to secure 
your corporate network, but most of 
these are common to any network, 
not just a wireless one. The best ad- 
vice we can give is to remember 
that even if you add your wireless 
network in an ad hoc fashion, you 
should consider your networks as 
one, and integrate them as securely as 
you can. 



PCToday / September 201 2 27 



ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 



How To Choose 
Your Next Displays 

A Guide To Features 




With a dizzying array of available 
models, today's monitor market can 
leave buyers perpetually pondering 
their purchase decisions. Arming 
yourself with the right knowledge 
around display technologies and fea- 
tures can help pinpoint those deci- 
sions and ensure you choose the right 
monitor for your business. Here's a 
look at the primary feature categories 
and how they should influence your 
purchase. 

SIZE & WEIGHT 

The most common sizes for desktop 
LCD monitors range between 17 inches 
and 30 inches, with weights ranging 
roughly between 8 pounds and 40 
pounds. Selecting the proper size for 
your business needs depends on sev- 
eral factors, including price, desktop 
space and structural support, and the 
work being performed. Generally, the 
larger the screen size, the heavier and 
more expensive the monitor, but prices 
can also vary depending on other fea- 
tures, such as panel type. 

Smaller monitors (such as 
17-models) usually aren't available 
in widescreen formats, which can im- 
pact work production. Widescreen 
monitors, particularly models at 21 
inches and larger, can allow em- 
ployees to display multiple program 
windows simultaneously, which can 
boost productivity and save time. 
Depending on the job, a widescreen 
monitor might not be ideal, so it's 
best to check with individual users 
before making a purchase decision. 

RESOLUTION 

A physically large monitor display 
doesn't necessarily mean the monitor 



has a large resolution, so it's impor- 
tant to consider resolution when con- 
sidering a monitor purchase. Higher 
resolutions can display more content 
on the screen than lower resolutions, so 
if you're comparing similar monitors 
with different resolutions, the model 
with the higher resolution is usually a 
better choice. 

Fortunately, from a shopper's 
perspective, most monitors within 
the various size ranges have stan- 
dard resolutions, such as 1,440 x 900 
pixels for 19-inch models, 1,680 x 
1,050 pixels for 22-inch models, 1,920 
x 1,080 pixels (the minimum resolu- 
tion for high definition) for 24-inch 
models, and so on. Users accustomed 
to low resolutions might initially balk 
at the smaller size of certain objects 



and text on a screen when viewing 
a higher resolution, but the overall 
larger display real estate almost al- 
ways is ultimately preferred. 

PANEL TYPE 

As the evolution of LCD technology 
continues, the market is becoming more 
crowded with various monitor panel 
technologies. LCD panels differ in how 
they use liquid crystals to display im- 
ages on the screen, but these actual 
methods aren't as crucial to the buying 
process as their effect on elements such 
as brightness, response time, color re- 
production, and price. 

The most common panel type is 
TN (twisted nematic), which boasts 
fast response times — that is, its ability 
to display moving objects without 
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blurring — and inexpensive prices, 
but monitors using TN panels tend 
to have narrow viewing angles and 
lower-quality color reproduction and 
brightness when compared to other 
panel types. Monitors using TN panels 
are suitable for basic office work that 
doesn't require pinpoint color accuracy. 

IPS (in-plane switching) panels are 
more expensive and have slower re- 
sponse times than TN panels, but they 
boast impressive color reproduction 
and viewing angles, in turn making 
them suitable for design, publishing, 
photography, and similar work envi- 
ronments where color accuracy and 
collaboration is paramount. Keep in 
mind, however, that the response times 
between TN and IPS panels can be sig- 
nificant, so if the user is accustomed to 
a TN panel, it might take time to grow 
comfortable with the slower response 
time of an IPS panel. 

BACKLIGHT 

Although an LCD's panel plays 
the leading role in the color quality 
of the monitor, the type of backlight 
it uses can also have a direct impact. 
Required to illuminate the LCD panel, 
backlights vary in their technologies 
and their influence on overall monitor 
price. The least expensive backlight 
variety is CCFL (cold cathode flores- 
cent lamp), but this technology is be- 
coming less common due to the rise 
of more advanced — yet often more 
expensive — LED backlights. 



Side-by-side comparisons of moni- 
tors typically reveal that LED-backlit 
monitors have more pronounced 
colors, blacks, and whites than CCFL- 
backlit monitors, but CCFL models 
can exhibit more accurate color re- 
production. LED backlights are more 
environmentally friendly, both from 
lower power consumption and dis- 
posal standpoints. 

BRIGHTNESS 

Walk into any consumer elec- 
tronics retailer, and you'll see LCD 
televisions with their brightness 
levels cranked to the max to lure cus- 
tomers. However, turning down the 
brightness will reveal deeper, more 
accurate colors and reduce eyestrain. 
The same applies to desktop LCD 
monitors, so it's not necessarily a 
must to shop for monitors with high 
brightness levels. For basic office 
work, a cd/m 2 (candela per square 
meter) rating of between 250 and 350 
is considered sufficient. 

A monitor's contrast ratio is di- 
rectly related to its brightness levels. 
The contrast ratio is the difference be- 
tween a display's maximum bright- 
ness (or white) level and its minimum 
brightness (or black) level. In general, 
higher contrast levels (for example, 
1,000:1) are desired for sharp, vivid 
images. Take note that a sky-high con- 
trast ratio, such as 1,000,000:1, is a re- 
flection of dynamic contrast, which 
works a bit differently than standard 



(or non-dynamic) contrast. If a moni- 
tor's contrast is important for a buying 
decision, it's best to see the monitor 
in action before making the purchase 
because it can be difficult to gauge the 
true contrast level based solely on rat- 
ings that might not reflect reality. 

CONNECTION TYPE 

Once dominated only by analog 
VGA (Video Graphics Array), the dis- 
play market now teems with connec- 
tion standards designed to make the 
most of high-quality video. For busi- 
ness users, a monitor's connection 
type is vital primarily from a com- 
patibility perspective. Most modern 
LCDs include a DVI (digital visual in- 
terface) port for direct digital connec- 
tion to a computer, while many also 
include a legacy VGA port. However, 
some monitors include only an 
HDMI port or the newer DisplayPort 
connection. 

DVI is appropriate for nearly all 
business display uses, but an HDMI 
port is typically required for con- 
nection to high-definition com- 
ponents, such as a set-top box or 
Blu-ray player. Also, if a preferred 
monitor has a DVI connection but 
the computer has only a VGA port, 
an adapter can be used to complete 
the connection. For the best picture 
quality, a connection using the same 
display standard on both the monitor 
and computer (for example, DVI to 
DVI) is preferred. 
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Business Software 



The Latest Releases & Updates 



When you keep on top of new and 
updated business software, you can 
learn about ways to enhance your 
business by upgrading or adding 
to your technology solutions. Our 
coverage of the latest releases and 
updates in the world of business soft- 
ware includes products that can help 
you collaborate, create, and main- 
tain security online. To help you zero 
in on what's new, here's our latest 
roundup of business software re- 
leases and updates. 



APPLE MAC OS X 10.8 
MOUNTAIN LION 

When Apple ( www.apple.com ) re- 
leased the latest version of its op- 
erating system, version 10.8 (aka 
Mountain Lion), it gave users access 
to more than 200 new features that 
encourage interoperability with iPads 
and iPhones. For instance, improved 
iCloud functionality makes backing 
up and accessing information on mul- 
tiple devices easier, and Messages 
lets Mac, iPhone, and iPad users send 



text and picture messages to each 
other using the same basic applica- 
tion. Mountain Lion also sports a new 
streamlined Notification Center for 
tracking all of your alarms, reminders, 
and more from a single sidebar. Apple 
has packed a ton of improvements 
into Mountain Lion, and the biggest 
bonus is that it's available as a $19.99 
upgrade from the Mac App Store. 

IGL00 SOFTWARE ADDS 
MORE TRANSLATION 
FEATURES 

Igloo Software's ( www.igloosoft 
ware.com ) solutions help customers 
better collaborate on projects so they 
can complete tasks on time regard- 
less of where team members are 
located. With some newly added fea- 
tures, Igloo has made it easier for 
your international employees to use 
the software, as well. Companies 
can choose language preferences for 
their specific Igloo solution or take 
advantage of instant translations 
to bridge the gap between foreign 
and domestic users. For instance, 
a company in the United States 
could overcome language barriers 
to collaborate with a company in 
China on a project. Igloo also added 
more MicroStrategy-based analy- 
sis tools, file sharing capabilities, 
and archiving for a more in-depth 
user experience. 

INTERACTIVE INTELLIGENCE 
INTERACTION PROCESS 
AUTOMATION 

It's essential for companies to have 
stable and reliable communication 
with their customers, as well as be- 
tween employees, to be successful. 
Interactive Intelligence's ( www.inin 
.com ) IPA (Interaction Process Auto- 
mation) application, which is a part 
of the CIC (Customer Interaction 
Center), drills down to the roots to 
help track business processes related 
to communication and sales. IPA is 
the application in the CIC software 
suite that lets employees organize 
customer data for quick analysis as 
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well as start business processes and 
see them through to completion. IPA 
gives users an in-depth view of their 
business processes so they can im- 
prove efficiency and productivity. 

LITMUS INTERACTIVE TESTING 

One of the most difficult aspects 
of email marketing is to know what 
types of messages will get the best 
response. And without being able to 
see marketing emails from the per- 
spective of the recipient, it's even 
harder to make sure you'll have the 
desired impact. Litmus (www. litmus 
.com ) created its Interactive Testing 
tool to address this exact issue by al- 
lowing companies to view marketing 
messages from the recipient's point of 
view before clicking the Send button. 
Using the Interactive Testing tool, 
you can make sure that all of the links 
within the email are working cor- 
rectly, regardless of which devices 
customers use to view the message. 
And if there are any errors, you can 
address them in real-time. 

ORACLE TUXEDO 12C 

Companies with specialized busi- 
ness processes often have to build 
their own applications to get the 
best possible performance out of 
their software and infrastructure. 
Tuxedo 12c is the newest version of 
Oracle's ( www.oracle.com ) application 
server solution, which is designed to 
improve the management and per- 
formance of both cloud-based and 
traditional C+, C++, and COBOL 
applications. Tuxedo 12c is designed 
specifically for use with Oracle 
Exalogic Elastic Cloud. Among its 
new features are the Oracle Tux- 
edo Message Queue 12c, which im- 
proves the management and perfor- 
mance of messaging applications; 
tools designed to lower total cost 
of ownership for new and existing 
applications; and updates for many 
other Tuxedo add-ons. Tuxedo 12c 
is also easily integrated with Oracle 
Fusion Middleware, Database llg, 
and Enterprise Manager 12c. 




Apple's Mountain Lion 
gives users access to more 
than 200 new features, 
including improved 
communication and 
sharing between multiple 
Apple devices, an 
organized Notification 
Center, and many social 
networking tools. 



QUEST SOFTWARE 
NETVAULT BACKUP 

Quest Software ( www.quest.com ) 
recently announced that its newest 
NetVault Backup solution supports in- 
cremental NetApp SnapMirror-to-Tape 
backups. Quest says that the newest 
version of its plug-in speeds up the 
backup process while also minimizing 
the storage space that backups take 
up. NetVault Backup is also designed 
to work with Snap Vault Manager and 
Snapshot Manager in addition to Snap- 
Mirror. Quest's interface makes it 
easier to centralize all of your backup 
processes. NetVault Backup is built 
for NetApp and SnapMirror platforms 
that run on NetApp Data ONTAP 8.1.1 
or later. 

SOPHOS MOBILE SECURITY 

Sophos ( www.sophos.com ), which is 
commonly known for its desktop and 
laptop security solutions, is offering a 
free security application for Android 
devices. Sophos Mobile Security uses 
a three-pronged approach to mobile 
device security with anti-malware and 
antivirus, loss and theft protection, and 
privacy protection. The anti-malware 
and antivirus tools scan apps as soon 
as you install them on your device, and 
can also scan apps stored on your SD 
card. The loss and theft protection fea- 
tures let you remotely lock your device. 
And the privacy protection tool shows 
you apps that have access to your per- 
sonal information and that could cause 
potential security issues. 




Sophos Mobile Security for 
Android devices lets you scan 
apps as they install or after 
the fact, remotely lock your 
device if it's lost or stolen, and 
discover apps that have access to 
personal data so you can avoid 
privacy-related security threats. 
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ENERGY-CONSCIOUS TECH 




The electronic 
devices that make 
our lives easier also 
produce some un- 
wanted side-effects 
on the environ- 
ment. Fortunately, 
many consumer 
electronics manu- 
facturers and busi- 
nesses are working 
to create products 
that keep us pro- 
ductive while 
reducing energy 
demands to lessen 
our impact on 
the environment. 
Here, we take a 
look at the newest 
environmentally 
friendly technology 
initiatives. 



A NATURAL APPROACH 
TO MOBILE DEVICE 
AMPLIFICATION 

>■ The speakers built into the 
iPhone and iPad are fine for certain 
situations, but you may get tired of 
holding either device to your ear for 
too long. For a better audio experi- 
ence, you can choose to invest in a 
speaker system or you can go the 
natural route with Howard Fink's 
Sounder. The Sounder is a pretty 
simple concept: you take a piece 
of reclaimed wood, cut it into a specific shape to fit 
an iPhone or iPad, and use natural amplification to 
double the maximum volume of your device. The 
Sounder is water resistant and doubles as a stand 
for your iPad. Although Fink didn't reach his goal 
for the project through Kickstarter, he's selling the 
Sounder at a starting price of $75 at Etsy.com. 




Howard Fink's wooden 
Sounder stand lets you 
double the volume of your 
iPhone or iPad through 
natural amplification without 
needing batteries, cables, or 
any other technologies. 



NEW DURATHON BATTERY FOR CELL TOWER BACKUP 

Imagine if the power source for a cell tower in California or New York was to shut 
down, and then its backup battery failed, as well. It could leave millions of people with- 
out phone service, 3G/ 4G mobile Internet, and a way of connecting with others. To 
prevent such a scenario, GE designed its Durathon batteries to not only be more envi- 
ronmentally friendly than acid-based alternatives, but to also hold a charge for a longer 
period of time. The Durathon is specifically built for cell tower backup in the event that 
the main power source is disrupted. The batteries, which can be recharged up to 3,500 
times, use a mixture of sodium and nickel in a chemical reaction during charge and 
discharge, with no discharge occurring when the batteries are not in use. The Durathon 
circumvents the need for fuel-based backup for a green and efficient approach. 



PERPETUA'S POWER 

> You may not view your body as a battery, but if Perpetua has its way, you may 
start to very soon. The company is developing a wristband that uses a person's body 
heat, in addition to the cooler air around it, to power smaller devices, such as some 
Bluetooth devices, watches, and heart monitors. The ultimate goal is for Perpetua to 
build a prototype of its body heat-powered wristbands by 2013, which means it might 
not be long until we see watches and other devices using the body-powered battery. 
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NEW ZEALAND'S FIRST CARBON DIOXIDE 
REFRIGERATION SYSTEM IS INSTALLED 

Green technology has been a huge focal point for IT compa- 
nies, energy providers, and the automotive industry; but now 
that same energy-conscious, environmentally friendly focus is 
moving to other arenas, including supermarkets. Arneg New 
Zealand specializes in supermarket refrigeration and recently 
made headlines when it took steps to install the first ever green 
refrigeration system in the country. The specialized refrigeration 
technology uses carbon dioxide for cooling rather than other po- 
tentially harmful gasses used in traditional refrigeration. These 
new refrigerators and freezers are also designed to be more en- 
ergy efficient, which could help drive down supermarket costs 
and potentially could extend the savings to customers. 



EOS EARNS MORE FUNDING FOR 
ZINC-AIR BATTERY PROJECTS 

> Eos Energy Storage is one step closer to its $20 million 
funding goal with a recent influx of $2.97 million from 
venture capital investors. The company is developing a re- 
chargeable zinc-air battery. Currently zinc-air batteries can't 
be used in rechargeable applications due to chemical issues. 
Eos is working on new versions of its batteries that avoid 
degradation and will someday be capable of handling as 
many as 10,000 cycles. Because Zinc is relatively inexpen- 
sive, these applications could cut down on energy storage 
costs and replace lithium rechargeable batteries. At least, 
that's what the company hopes to achieve with this round 
of funding and whatever they receive in the future. 



GEORGIA TECH RESEARCHERS TAKE NEW STEPS IN TRIBOELECTRIC TECHNOLOGY 

Triboelectric generators use the friction produced by rubbing together two different plastic materials to 
create small amounts of electricity. Although this isn't necessarily a new concept, the way that Zhong Lin 
Wang, a Regents professor in the School of Materials Science & Engineering, and researchers at Georgia Tech 
hope it could be revolutionary for the touchscreen device industry. Because 
a simple touch of a triboelectric surface can create friction and energy, and 
the fact that devices can be made 75% transparent, manufacturers could use 
the technology in touchscreens in smartphones and tablets to lessen battery 
drain. If researchers can find a way to efficiently store energy that the tribo- 
electric generators produce, then they could potentially unlock a variety of 
applications for the technology. 



This image shows the manufacturing process of triboelectric generators. Researchers used 
a silicon mold to create a PDMS (polydimethysiloxane) film with patterns that enhanced 
the generating capacity. The PDMS film was affixed to an electrode surface made of ITO 
(indium tin oxide) coated with PET (polyethylene terephthalate). The entire structure 
was then covered with another ITOcoated PET film to form a sandwich structure. 




PET/ITO 




PET/ITO 



REVIVE SOLAR RESTORE 

>* Solar power isn't just for homes, large businesses, and cheap cal- 
culators anymore. You can also unlock the natural power of the sun 
and use it to recharge your mobile devices. Accessory Power has 
incorporated solar power technology into a mobile battery called 
the Re VIVE Solar ReStore USB Solar Battery Pack. The battery pack 
can store enough energy to fully recharge your smartphone, GPS, or 
nearly any other device using the included AC adapter and Micro 
USB and Mini USB charge cables. It also features a built-in battery 
level indicator so you'll always know how much stored energy you 
have left. Plus, the Re VIVE Solar ReStore has a built-in LED flash- 
light, which can run for as much as 20 hours per charge. 




Accessory Power's ReVIVE Solar ReStore battery pack is approximately the size of a 
smartphone and comes with an AC adapter as well as MicroUSB and MiniUSB cables to 
charge your smartphone, tablet, and other mobile devices using stored solar power. 
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Working 

From Home 

The Pros & Cons Of Telecommuting 




With the increasing 
availability of teleconferencing 
technology, including videoconferencing, 
online collaboration, and other solutions, it's 
easier than ever to connect employees to 
customers and to one another. 




Key 
Points 



Telecommuting can be a 
positive for employees by 
giving them the freedom to 
work from home and provid- 
ing them a better balance 
between their business and 
personal lives. 



Companies can use 
telecommuting to re- 
cruit the best-possible 
talent regardless of 
geography and without 
the added costs related 
to relocation. 



If you choose to let employees 
telecommute, you'll need to 
adapt your management styles 
and help employees (in-house 
and those working from home) 
interact with each other using 
available solutions and services. 



A company must decide 
whether telecommuting 
fits in with their business 
style and if there are 
certain employees that 
could benefit from work- 
ing at home. 
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But some companies are now let- 
ting their employees work from 
home using these same technol- 
ogies. Business, in general, is moving 
further into the mobile realm, which 
means that smartphones, tablets, and 
laptops are making it possible for em- 
ployees to be away from the office 




but still be efficient and productive. 
Although telecommuting has its ben- 
efits, such as allowing employees to 
deal with family-related issues while 
still being able to work, it also has 
drawbacks that companies and em- 
ployees must consider. 

From the business side, there has 
to be a change in management style, 
"because you can't wander over to an 
employee's desk and see what they're 
doing, " says TJ Keitt, senior analyst at 
Forrester Research ( www.forrester.com ) . 

For telecommuting to work, Keitt 
says that employees must be self-mo- 
tivated, because there can be multiple 
distractions in home life that wouldn't 
necessarily occur in the office. Along 
with the previous examples, we looked 
at other pros and cons of telecom- 
muting, as well as a variety of telecon- 
ferencing technologies that may help 
improve the experience and counteract 
some of the disadvantages. 

POSSIBLE BENEFITS 

A sense of freedom. Telecommuting 
is especially suitable for some oc- 
cupations, such as customer service 
representatives or employees that 
are self-starters, because it lets them 
perform all of their tasks from their 
home and, in many cases, set their own 
hours. There is also the added ben- 
efit of being at home for important life 



events without needing to sacrifice 
time off from work, which can also be 
a plus for companies. 

Some employees see telecom- 
muting as a perk because it provides 
a balance between home life and 
work. Keitt also says that some em- 
ployees see telecommuting as "trust 



from the organization that you are 
going to work productively." And 
if allowed to telecommute, the em- 
ployee may also feel a sense of loy- 
alty to the company because they are 
trusted to have that freedom. 

Increase availability and efficiency. 
Keitt referred to the 2010 event known 
as "Snowmageddon" that occurred in 
Washington, D.C., as one possible mo- 
tivator for allowing employees to tele- 
commute. Government employees and 
other workers were unable to make 



> Telecommuting Around The World 



it in to their work places because of 
difficult weather conditions, which re- 
sulted in a sharp decrease in produc- 
tivity that almost put an entire district 
at a standstill. To avoid a similar situa- 
tion from happening in the future, the 
government started installing telecom- 
muting products in employees' homes 



so that weather and other potential 
emergencies wouldn't prevent the 
government from running effectively. 

If you give employees the option 
to telecommute, then it is necessary 
to implement new company policies. 
Keitt recommends having the employee 
"agree to terms that are outcome-ori- 
ented," so it's easier to measure produc- 
tivity while the employee is away from 
the office. This means setting deadlines 
and making sure that the employee 
sticks to them, regardless of when or 
where he works. 



According to an Ipsos/Reuters News poll published earlier this year, North America 
ties with Europe for having the lowest percentage of workers who telecommute. 




Middle East Latin America Asia-Pacific North America Europe 
and Africa 



"If you talk to companies that are rolling out telecommuting, they use it 
as a way to be less geographically focused in their hiring practices. They 
are looking at this as a way to be able to hire an individual regardless of 
where they work and save money on moving costs." 

TJ Keitt 

senior analyst, Forrester Research 
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> Telecommuting 
Pros & Cons 

Additional statistics 
from the Ipsos/Reuters 
News poll ill illustrate 
some of the positive 
and negative feelings 
people have about 
telecommuting. 




Think globally. Keitt suggests that com- 
panies also take the idea of a global 
economy into account when deciding 
on whether to use telecommuting. 
There are multiple time zones and a lot 
of miles between cities and coasts in the 
U.S. If you only hire employees from 
your immediate area or those that are 
willing to relocate, then it could limit 
your pool of potential workers. 

"If I want to live in Poughkeepsie and 
work for a company in Palo Alto and 
I don't have to move, ostensibly that's 
better for me and my life," says Keitt. 
"And it's good for the company because 
they get to recruit and retain the best 
talent regardless of location/' 

POTENTIAL PROBLEMS 

Management adjustments. One of the 
initial concerns of most companies that 
are new to telecommuting is how it will 
affect the capabilities of management. 
In traditional office environments, man- 
agers can interact with employees face- 
to-face. But with telecommuting, it may 
be impossible in some situations to have 
that same interaction. 

For managers, telecommuting re- 
quires adaptation. Instead of physical 
presence to motivate employees, they 
may need to set specific deadlines or ask 
for updates from workers throughout 
the workday to ensure they are com- 
pleting tasks on time. But for some man- 
agers, making these adjustments can 
be difficult, which may lead to strained 
manger-employee relationships. 

A social and communicative divide. 
Many workplaces are built on the 
teamwork and collaboration of their 
employees. For these companies, it's im- 
portant that workers always have quick 
access to each other and to the same 
applications at all times. With telecom- 
muting, there's always the potential that 
the distance could isolate employees 
and be detrimental to work-based rela- 
tionships and social interactions. 

"Companies do need to figure out 
how to create connections between 
workers, so they [can] collaborate in 
real-time and be more productive," says 



Keitt. "It's a question of how you build 
connections that allow business culture 
to be perpetuated and form a bond be- 
tween workers." Keitt recommends 
inviting office and telecommuting 
workers to have offsite meetings where 
they can get together and interact, but 
there are alternative solutions that can 
help bridge the gap. 

Tools to improve the telecommuting 
experience. The key to avoiding a nat- 
ural divide is to find a way to bring 
employees together using different 
products and services. But companies 
must also give telecommuters the tools 
they need to work from home. For 
starters, your company may need to 
supply the telecommuter with items 
to set up a home office: a desktop com- 
puter or laptop and a phone (maybe 
a landline VoIP Web-based phone or 
a smartphone). From there, it's up to 
the company to decide what other so- 
lutions may help better connect em- 
ployees. For instance, there are many 
companies that offer teleconferencing 
solutions, unified communications 
products that provide video and audio 
conferencing, and Web-based collabo- 
ration solutions. 



The company will also need to set up 
the infrastructure and systems needed 
to give the employee outside access to 
internal resources. This includes setting 
up a VPN (virtual private network) or 
taking advantage of Web-based apps, 
such as Dropbox and other sharing sites 
that telecommuters and in-house em- 
ployees can access. By combining mul- 
tiple solutions, you can compensate for 
the lack of in-person interaction and 
help build relationships between your 
employees and managers. 

DECISION TIME 

Ultimately, the decision to offer 
telecommuting as an option or not de- 
pends on how your company is struc- 
tured and whether it makes sense for 
your business needs. You may be able 
to offer telecommuting options to em- 
ployees who hold customer service and 
sales positions within the company or 
to everyone. You must first decide if 
you want to invest in the infrastruc- 
ture, products, and services it will take 
to make telecommuting possible. Then 
you need to look at your workforce 
and make sure telecommuting is a fit 
by weighing its potential advantages 
and disadvantages. 
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Faster, Smarter 
Customer Reach 

Near Field Communication Approaches Mainstream 



A billboard advertisement for 
a luxury sports car you were 
dreaming about catches your 
eye as you wait in line for a taxi. The 
ad displays a website URL for infor- 
mation about a test drive, which you 
copy onto your smartphone by physi- 
cally pressing it against the display. 
After getting in a cab to go to a trade 
show, you access the Web address on 
your smartphone to schedule an ap- 
pointment at your local car dealer- 
ship the next day. You then pay the 
fare and tip by once again holding the 
phone against an electronic tag that is 
inside the cab as the driver lets you off 
in front of the convention center. 




You exchange contact and other 
information throughout the day by 
touching your phone against name tags 
and booth kiosks. You use your smart- 
phone to buy a sandwich for lunch and, 
at the end of the workday, check into 
your hotel and, later on, pass through 
the ticket gate at an NBA basketball 
game. You do all this without ever 
having to pay with cash, use a credit 
card, or even reach for your wallet. 

The scenario illustrates what ana- 
lysts say will become an increasingly 
common way for consumers to pay 
for things and access information: by 
adopting NFC (near field communica- 
tion) technology. When and if NFC 
becomes as ubiquitous as Bluetooth 



and other wireless technologies are, 
enterprises could reap great rewards 
by using the technology for marketing, 
identification, and retail applications. 

THE TECHNOLOGY PRIMER 

NFC technology is based on a chip 
design and wireless standard that pro- 
ponents say offer advantages that are 
lacking in competing wireless technol- 
ogies, such as Bluetooth, SMS, RFID, 
or SMS connections. NFC's main fea- 
ture is its relative rapidity and ease of 
use. By removing the need to wait for 
a handshake with another device or 
requiring additional user input, NFC's 
data transfer is almost immediate; the 



user only has to place the NFC chip 
against an NFC reader (or within a 
20cm distance) to initiate an almost- 
immediate data transfer. 

While the technology has existed 
for a number of years, its more rapid 
adoption recently is attributed to the 
use of a single NFC standard. Many 
enterprises initially balked at the risk of 
using a technology based on different 
and often proprietary flavors of NFC 
that were often incompatible. 

But now that the standards issue is 
resolved, NFC's low price makes it es- 
pecially enticing. The per-unit price is 
about $1 dollar per NFC reader, which 
will likely plummet as NFC's adop- 
tion spreads. 



OEMs are also increasingly equip- 
ping smartphones with NFC devices, 
a measure that is also stoking growth. 
According to Forrester Research ( www 
.forrester.com ), NFC-equipped handset 
shipments worldwide are expected to 
more than double to 80 million units 
this year compared to 35 million units 
shipped in 2011. Consumers are thus 
increasingly able to use NFC-enabled 
smartphones to connect to NFC 
readers that are attached to clothing, 
fast-food restaurant counters, ticket 
gates, billboard advertisements, and 
other objects. 

"It now looks increasingly likely 
that adoption will accelerate in the 
one important segment of the market, 
which is the mobile phone," says 
Mark Hung, an analyst for Gartner 
Research ( www.gartner.com ). "All major 
smartphone vendors, with the notable 
exception of Apple, have shipped 
NFC handsets." Manufacturers will 
also increasingly embed laptops, 
tablets, and other devices with NFC 
chips. 



THE REAL-WORLD CASE 

Most of the recent attention around 
NFC has been about its use in retail 
channels for the purchase of goods 
and services with so-called e-wallets. 
Google, for example, has garnered 
much attention with its Google Wallet 
app, which it says allows phones to 
serve as mobile wallets that support 
major credit and debit cards. Google 
Wallet is accepted at selected out- 
lets such as Bloomingdale's, Macy's, 
RadioShack, and Subway restaurants. 

In the mass transit sector, Transport 
for London has conducted tests 
to gauge NFC's viability at London 
Underground Tube stations as an 



"It now looks increasingly likely that adoption will accelerate in the 
one important segment of the market, which is the mobile phone. 
All major smartphone vendors, with the notable exception of Apple, 
have shipped NFC handsets." 

Mark Hung 

analyst, Gartner Research 
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". . . while a majority of companies are 
shifting over to BYOD mobile strategies, 
I expect to see employers wait for NFC to 
saturate the consumer market first/ 7 

Jeffrey Hammond 

analyst, Forrester Research 



"Your phone becomes your ticket, and by 
bumping it to a device or passing close 
enough for the device to be read, you are 
green-lighted for entry." 

Clive Longbottom 

analyst, Quocirca 




electronic ticket. " [Transportation 
applications] make sense, especially 
in scenarios where you need to pay 
quickly, like on a bus, subway, parking 
meter, etc./' says Julie Ask, an analyst 
for Forrester. "These are small cash 
amounts and prepaid transactions/' 

However, while merchants will 
likely increasingly accept payments 
with NFC devices, they have still not 
adopted the technology on a massive 
scale, Hung says. In order for that to 
happen, merchants need to be first con- 
vinced that users will be able to pur- 
chase items with any smartphone from 
any carrier and any app. Despite the 
adoption of a common NFC wireless 
standard, merchants remain cautious 
and it will be some time before almost 
every retail outlet will offer the tech- 
nology. "[Ubiquitous] NFC payments 
is still a ways off," Hung says. "I'm 
not expecting much traction in the next 
three to five years." 

BEYOND PAYMENT 

NFC's wide-scale adoption does not 
completely hinge on its success as a 
means of payment, despite the hype. 



> NFC-Enabled Handset 
Shipments Worldwide 

Here is how NFC handset shipments 
compare between last year and this 
year, according to Forrester Research. 




Merchants' and advertisers' use of the 
technology to engage and share infor- 
mation with customers is another ex- 
ample of an application that should 
eventually see large-scale adoption. At 
kiosks or billboard displays, consumers 
will be prompted to use their NFC- 
enabled devices to upload content such 
as coupons or product information. 
However, it is not the NFC applica- 
tion that will attract interest alone; even 
though it requires little effort to place 
a phone against an NFC device, the 
content must still be enticing enough to 
attract the attention of users, Ask says. 
'There has to be a reason why con- 
sumers will want to exchange informa- 
tion quickly with an [NFC smartphone 
or other device]/' Ask says. 

Ticket entry is another promising 
application for NFC, says Clive Long- 
bottom, an analyst for Quocirca ( www 
.quocirca.com ). "Your phone becomes 
your ticket, and by bumping it to a de- 
vice or passing close enough for the de- 
vice to be read, you are green-lighted 
for entry," Longbottom says. "This then 
passes on to a more advanced form of 
entry, such as security at airlines gates. 
Your phone becomes your boarding 
card, which gets you through . . . initial 
entry, check-in, and baggage security, 
and onto the plane itself." 

ENTERPRISE INTERNAL 

Enterprises can also potentially ben- 
efit from the use of NFC beyond sales 



and marketing applications. As an in- 
ternal security-check technology, for 
example, card-based NFC devices can 
be used to log the movement of em- 
ployees, contractors, and visitors at an 
organization's facility. "A card-based 
NFC system could work well when 
combined with the actual physical 
use of the cards for swiping at defined 
points, such as where the user needs to 
be prompted when entering a specific 
type of secured area," Longbottom says. 

However, a phone-based system, 
instead of an NFC-enabled card de- 
vice, could provide additional benefits 
for internal enterprise applications. 
"A user could be challenged as they 
reach a certain place and will need to 
input a code into a keypad at a door," 
Longbottom says. "The code could be 
sent by SMS to the phone, while the 
combination of code and the NFC ID 
are [required] to gain entry." 

Eventually, enterprises could save 
money by relying on employees' de- 
vices as part of a BYOD (bring your 
own device) policy if and when NFC- 
enabled smart phones become the 
norm. "The biggest thing you need to 
outfit employees with is the phones 
themselves [for enterprise use]," says 
Jeffrey Hammond, an analyst for 
Forrester. "However, while a majority 
of companies are shifting over to BYOD 
mobile strategies, I expect to see em- 
ployers wait for NFC to saturate the 
consumer market first. 
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Smartphone Upgrades 

When It Is (& Isn't) A Good Time To Update Your Smartphone 



It is the best of times and it is the 
worst of times to own a smart- 
phone. Without a doubt, today's 
smartphone users benefit from an ex- 
plosion of available apps and more 
computing power than what many 
PCs had just a few years ago. But it 
is also a difficult time when trying to 
decide if you need an upgrade. OEMs 
consistently launch phones packed 
with what they say are "next genera- 
tion" features and computing power, 
while the real benefits of making the 
switch are not always apparent. 

There are certainly times when 
upgrading your smartphone can 
make a lot of sense, of course. Only 
an OS or hardware upgrade, for ex- 
ample, might be necessary to run cer- 
tain apps you need. But at least as 
often, users often confuse "nice to 
have" with "must have" features and 
end up investing in something that 
just does not work that much better 
than their old smartphone did. To 
get around the conundrum, here are 
some things to keep in mind when 
deciding when it is and isn't time to 
invest in something better. 

MAKING THE OS JUMP 

Whether your smartphone is run- 
ning an older or a recent version of 
the OS it supports, upgrading to the 
latest release makes good sense. A 
case in point is Google's Android 4.0 
(aka Ice Cream Sandwich). It defi- 
nitely will tax older smartphones' 
CPU resources and memory to run it, 
but older and newer Android devices 
will benefit from better animations, 
user feedback, and other features. 

However, upgrading to a new OS 
has its caveats. The new OS can delete 



existing apps and data, or in the worst 
case, cause the device to crash beyond 
recovery, although this rarely hap- 
pens. A rule of thumb is to back up 
your data before installing a new OS 
(hopefully you are backing up your 
smartphone's data regularly, anyway) 
in case the new OS installation re- 
moves any of the data you need. 

DO YOU REALLY NEED 
THAT 8 MP CAMERA? 

Users continue to invest in PCs with 
faster CPUs even when they only run 
basic office and Internet applications 
and notice little, if any, performance 
improvements. Similarly, in the mobile 
space, your basic email, calendar, or 
Web browser apps are not going to run 
that much faster after upgrading to a 
1.4GHz from a 1.0GHZ processor. 

Vendors also try to convince users 
to upgrade their devices based on 
smartphone-specific hardware fea- 
tures that they claim are important 
without making a solid case why 
you need them to work better. Bigger 
screens or cameras with more mega- 
pixels are a case in point. For work 
use, it almost goes without saying 
that neither of these "improvements" 
will help you work faster or smarter. 
A larger screen will likely also result 
in an extra drain on the battery. 

FASTER NETWORK SPEEDS 

U.S. carriers have certainly made 
significant improvements to their cel- 
lular networks during the past few 
years. As an example, users have seen 
download speeds of well over 6.4Mbps 
when switching from 3G to newer- 
and-much-f aster 4G networks. Users 
who consistently download large files 



or stream video feeds to their smart- 
phones are definitely able to benefit 
from upgrading to devices that can 
take advantage of fast network speeds. 

However, once again, the useful- 
ness of the feature depends on what 
you use your smartphone for. Being 
able to download your push email 
faster or quicker access to Web 
browser content may not be worth 
the upgrade cost for many users. And 
for users who need to conserve their 
smartphone battery life for as long as 
they can, 4G networks can drain much 
more power than 3G connections do. 

TIMING THE UPGRADE 

Phone carriers have largely sub- 
sidized the smartphone boom by 
selling devices below their suggested 
manufacturer retail price in order 
to entice customers to buy into their 
often costly data service plans and 
two-year contracts. An upgrade can 
certainly make sense at the end of 
the contract period, but before that, 
paying a hefty premium for a new 
device or OS becomes a very ex- 
pensive proposition. For enterprise 
buyers who are outfitting hundreds 
or even thousands of users, the price 
gouge is compounded. 

Vendors and carriers, of course, 
will always tout the new features 
of their new devices as major ad- 
vances in mobile technology. But for 
the reasons described above, a new 
processor, screen size, or other hard- 
ware upgrade is probably not going 
to improve your mobile computing 
experience enough to compensate for 
the hefty markup you pay for a new 
device purchased before the contract 
period is over. 
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Many users also hesitate to upgrade 
when their contract period is over, 
hoping that a new "next-big-thing" 
smartphone launch is just around the 
corner. Many users do this because 
they have been burned before, such as 
when they are locked into a new con- 
tract just weeks before a phone goes 
on sale with much better features for 
the same price. 

But guessing when a much better 
phone will launch is often like trying 
to guess when a company's share price 
is going to go up. Even journalists who 
obsessively track smartphone releases 
usually do not know when a vendor 
will launch a new phone with major 
improvements. So once the contract 



period is over, it is usually best to up- 
grade to something new you need 
now, instead of waiting for when and if 
something better becomes available for 
the same price. 

THE BACKUP IMPERATIVE 

If you are not regularly backing up 
your smartphone's data to an enter- 
prise or cloud server, then download 
the right app now and begin making 
backups today. If your smartphone 
does not offer this capability, then now 
is the time to upgrade your device to 
begin making those backups. In fact, 
one of the most legitimate reasons to 
invest in an upgrade is to be able to add 
data-recovery security to the repertoire 



of available apps that your smartphone 
can run. The reason becomes painfully 
obvious once you lose your smart- 
phone that contains the only copies of 
your contact, calendar, and critical data. 

However, the upgrade you choose 
for backups should hinge on which 
solution offers the best fit with your 
company's network. Some enter- 
prises have systems in place that au- 
tomatically back up and store mobile 
data through cellular connections, 
but the new phone you choose will 
require an OS that is compatible with 
that software. If your enterprise does 
not have a backup system in place 
for mobile devices, cloud alternatives 
exist for multiple platforms. 



> Future Snapshot: Smartphones In 2016 

According to IDC, global smartphone shipments will 
see a 12.7% compound annual growth rate overall 
between 2012 and 2016. This chart shows the break- 
down by OS as forecast for 2016. 



> Current Smartphone Vendor 
Market Share 

This chart shows the market shares for 
smartphone vendors worldwide as of Q1 
2012, according to research from IDC. 
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Stretched 
Too Far? 



Bring Employees Back Together 



Increased travel, separated office 
branches, and telecommuting can 
all be positives when related to the 
growth of your business, but they can 
also be detrimental to the communi- 
cation and collaboration capabilities 
of your employees. The farther em- 
ployees and managers are from each 
other, the more likely a lapse in com- 
munication will occur, which could 
result in lower productivity and de- 
creased overall business efficiency. 

Sometimes a phone call or an email 
doesn't cut it when it comes to com- 
pleting a task or finishing a project on 
time. Sometimes you need a more de- 
tailed way to communication with a 
fellow employee or an entire team of 
people. That's why collaboration so- 
lutions can be so helpful in a business 
world where being mobile is more 
important than ever, regardless of 
how it affects business relationships. 
We'll show you what options you 



have for collaboration solutions and 
help you reconnect your employees. 

REAL-TIME COMMUNICATION 

One of the easiest ways to connect 
employees is through phone or vid- 
eoconferencing. With a simple VoIP 
system, employees in one office can 
communicate with employees at an- 
other location or in their homes. These 
Internet-based phone systems can be 
deployed almost anywhere to provide 
a quick line of communication be- 
tween employees over vast distances. 

Videoconferencing is a step up from 
phones because it allows employees to 
see each other, unlocking new collabo- 
ration possibilities. Using something 
as simple as a Web cam or something 
as complex as an entire room geared 
for videoconferencing, employees can 
share visual materials such as image 
mockups and sales-related charts 
and graphs, give full presentations, 



or simply conduct quick meetings. 
Bringing remote workers and traveling 
employees face to face is also good for 
accountability, as it reminds them that 
they have coworkers who depend on 
them to get their work done regardless 
of where they are. 

REAL-TIME COLLABORATION 

While many products technically fit 
under the "collaboration" umbrella, 
there are a few solutions that are spe- 
cifically designed to allow multiple 
people to work on one project simul- 
taneously. With these collaboration 
solutions, you can edit documents, 
images, and other files in real time. 
Multiple users can join in on the 
meeting and leave comments for what 
should be done to the document, so 
instead of waiting for someone to be 
back in the office to approve an im- 
portant project, it can all be done from 
a laptop, tablet, or smartphone. 
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"These tools provide a range of 
capabilities to allow teams to work 
together: document stores, collabor- 
ative editing, integrations in other 
business and collaboration appli- 
cations, and some document man- 
agement capabilities, though not 
necessarily to the level of a traditional 
ECM suite," says TJ Keitt, senior 
analyst at Forrester Research (www 
.forrester.com ). "There are a range of 
vendors, large and small, delivering 
solutions on-premise and in the cloud 
to address this issue." 

However, it should be noted that 
most smartphones and tablets aren't 
"creation devices" and most users 
will "consume content with the tech- 
nology" rather than create the actual 
documents, says Keitt. Laptops will 
still offer the capability of creating 
documents to add to projects. But be- 
cause most projects are started inside 
the office anyway, mobile devices are 
still a viable option for suggesting 
edits or giving final approval to move 
tasks along quickly. 

FILE SHARING 

If you need a place to store files in 
the cloud so they can be accessed by 
anyone at any time, then file sharing 
sites are great solutions. Some file 
sharing offerings are 100% free and pro- 
vide a limited amount of storage space, 
but you can also pay for more features 
and more storage. You can upload files 
and choose whether to publicly or pri- 
vately share them, which adds an extra 
layer of security. File sharing sites are 
great for less pressing deadlines, but 
still allow for the same level of editing, 
commenting, and collaboration that 
real-time alternatives provide. 

"Box and Dropbox are cloud-based 
file sharing solutions that provide very 
comprehensive mobile support for doc- 
ument collaboration," says Ben Dickie, 
research analyst at Info-Tech Research 
Group ( www.infotech.com ). "Box, in par- 
ticular, is very well suited to enterprise 
use cases. These products allow users 
and teams to sync documents across 
multiple devices, including laptops, 



smartphones, tablets, etc., and provide 
ubiquitous access to documents re- 
gardless of location." 

SOCIAL COLLABORATION 

Because companies are always 
looking for new ways to connect em- 
ployees and improve collaboration and 
productivity, it makes sense to take 
advantage of common communica- 
tion avenues that are readily available 
to employees. "The newest and most 
exciting method for employee collabora- 
tion is social collaboration," says Dickie. 
"Social collaboration tools bring features 
traditionally seen in consumer social 
media inside the enterprise, and har- 
ness their power for enabling team pro- 
ductivity and knowledge-sharing. User 
profiles, activity streams, microblogging 
and social workflow management are 
all examples of common social tools." 



FOR BEST RESULTS . . . 

In order to bring the highest level 
of communication and connectivity 
to your employees, you have to 
come up with a system that com- 
bines multiple collaboration tools. 
"The simple fact is the entire col- 
laboration portfolio is of use to mo- 
bile and remote workers," says Keitt. 
"Email, collaboration platforms, 
real-time communication tools, and 
social technologies connect people 
to one another. The more mobile an 
employee is, the greater portion of 
the collaboration portfolio they use." 

No one solution will solve every 
collaboration problem, so it's often 
best to focus specifically on the 
needs of your employees and what 
will help them be more productive 
while in the office, at home, or on 
the road. 




"Companies with distributed workforces 
have more options available to them than 
ever before for employee-to-employee 
collaboration. Savvy companies under- 
take collaboration pattern matching to 
ensure they're pairing the right tools with 
the right collaboration needs." 

Ben Dickie 

research analyst, Info-Tech Research Group 



4, 
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"Collaboration technology should be a 
map to helping managers ensure em- 
ployees are still productive while out of 
the office, giving leadership the pulse of 
a workforce they no longer see, confirm- 
ing that employees understand and are 
able to execute their tasks, and providing 
mobile and remote workers the training 
and coaching they used to get when co- 
located with management." 

TJ Keitt 

senior analyst, Forrester Research 
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What Are They & Should Enterprises Care? 



If you're like 38% of business 
owners and executives, you le- 
verage five or more mobile apps 
to run your operations, according to 
a 2011 survey from j2 Global ( www 
.j2global.com ). You see that mobile 
apps are all around you, and you're 
wondering if you should be devel- 
oping one or more for your business. 

Maybe you're considering native mo- 
bile apps — apps that users run from 
the device, rather than access on the 
Internet. Native apps have been around 
nearly as long as cell phones, initially 



as pre-installed tools such as calendars 
and task lists. Until recently, profes- 
sional development companies owned 
the native-app market, but increasingly, 
companies are developing their own in- 
house apps. Numerous services and so- 
lutions now offer "native app-builder" 
tools for a reasonable fee. 

Despite the expansion of the native 
app development market, not every 
business needs a native app, and de- 
spite the hype associated with the 
" do-it-yourself ' app platforms, costs 
for a brand-quality app can run into 



the tens of thousands of dollars, or 
more. Furthermore, our experts say, 
the app market is evolving at light 
speed, so the determination to "go 
native" is not a simple one. Rather, 
companies need to weigh several fac- 
tors before they make a decision. 

A WORLD OF OPTIONS 

As mentioned above, the core defi- 
nition of a native mobile app is one 
developed to operate on a specific 
device platform — such as Android, 
BlackBerry, iOS, or Windows Phone. 



: "Do-it-yourself" platforms are 

• reducing the cost of simple 

mg : app development, but complex 

■WJy apps still can cost tens of thou- 

POifltS . . . : sands of dollars to produce. 



App development 
models have expand- 
ed and companies 
must decide among 
several options. 



Native apps do not provide 
the security benefit they 
once did, since Internet 
integration has become 
central to app productivity. 



Companies must focus not 
only on their own return on 
investment, but also with user 
satisfaction if they hope to 
launch a successful app. 
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"We expect to see hybrid apps dominate 
which combine HTML5 and native OS 
code to optimize app performance on 
mobile devices." 

Scott Ellison 



vice president, mobile and consumer connected platforms, IDC 




"Nothing happens in isolation, and the 
more we connect data and people, the 
more we create that hybrid environment." 

Jim McGregor 

principal analyst, TIRIAS Research 



Companies creating native apps must 
adapt the code to each platform on 
which they wish the app to run. 

Native apps can be manufacturer- 
installed on devices, or they may be 
available directly to users in the form 
of app store downloads. Native apps 
may or may not interact with the 
Internet, but they generally interact 
with the OS and leverage its features 
to enhance the user's experience or 
provide detailed information. A na- 
tive app might, for example, directly 
interact with a device's calendar app. 

Alternatives to native mobile apps 
include mobile-optimized websites 
and Web apps, which may or may 
not be written to work best (or solely) 
with a particular device platform. 
Developers code mobile websites and 
apps in an Internet-based language, 
such as Java or HTML5. 

Mobile websites and mobile Web 
apps both require users to access them 
via a browser rather than natively on 
the device. In the past few years, the 
demand for high-productivity, flexible 
solutions has produced a fourth alterna- 
tive: the hybrid app. Hybrid apps can be 
native mobile apps with Web-specific 
features (such as advanced Internet in- 
tegration) or mobile websites/ apps with 
native-app features (such as the ability 
to download content for offline use). 

This dual personality means com- 
panies that develop a hybrid app still 
must engineer the app for each plat- 
form on which they want it to run. 

At the present time, hybrid apps 
are stealing the show. "Most applica- 
tions run in a hybrid environment 
today," says Jim McGregor, principal 
analyst for TIRIAS Research (www 
.tiriasresearch.com ). "Nothing happens 
in isolation, and the more we connect 
data and people, the more we create 
that hybrid environment." 

Scott Ellison, vice president, mobile 
and consumer connected platforms, 
for IDC (www.idc.com) says the trend 
isn't going to change. "We expect to see 
hybrid apps dominate which combine 
HTML5 and native OS code to optimize 
app performance on mobile devices." 



WHAT ABOUT SECURITY? 

Mobile device security is a primary 
concern for businesses, and mobile apps 
and sites are no exception. Initially, na- 
tive apps were considered more secure 
(or at least, easier to secure) because 
they were not deeply integrated with 
the Internet. However, many require 
Internet access to provide optimal func- 
tionality (and drive productivity; a pri- 
mary reason for creating mobile apps). 
As a result, our experts say, mobile de- 
vice security is a bigger issue than your 
choice of mobile solution. 

Furthermore, says McGregor, if 
you prevent an app from accessing 
the Internet, you could create an even 
bigger security problem. "If a native 
app — or the user — is storing data on 
the device, that's a security risk," says 
McGregor. "Businesses need to think 
about the security of the data and the 
flow of data — the connections." 

THE RIGHT CHOICE 

With so many options, how is a com- 
pany to make a determination? As the 
lines continue to blur (and the relative 
merits of various solutions become less 
clear), our experts recommend letting 
ROI lead your decision, rather than be- 
coming bogged down in app specifics. 

If you're not in the app-selling busi- 
ness (and we assume you are not), your 
app will probably be free. Will you sell 



inventory with it? Will it give you a 
competitive edge? If it's a B2E (busi- 
ness to employee) app, will it make 
your staff more productive? These are 
all questions you can weigh against the 
production costs. 

Also, the app must offer ROI to the 
user — both customer and employee. 
"An app is an augmentation of the in- 
formation you want your users to ac- 
cess," says McGregor. "There has to 
be a good experience, and there has to 
be a return on the investment, not only 
to the company but also to the user. If 
there is not a positive return, users will 
probably not use the app." McGregor 
cites eliminating paperwork as an app 
attribute that everyone loves. 

Ellison recommends companies 
"focus on the end-user experience and 
the types of activity your target users 
will engage in most frequently. Get 
friendly users in your target audience 
to test the beta. Finally, be prepared to 
iterate quickly to address issues encoun- 
tered by live users." 

If you're thinking "I'll skip the native 
app and go with a mobile site," know 
that costs can be lower, but expecta- 
tions are just as high. A 2011 survey by 
Equation Research ( www.equation research 
.com ) found 46% of mobile Web users 
who experience problems are unlikely 
to return to it, and 34% will likely visit a 
competitor's mobile site instead. 



PCToday / September 201 2 45 



MOBILE OFFICE 

BUSINESS ON THE ROAD 



Tablet Updates 

You use your tablet every day, so you don't want to be left out of the loop when 
developers roll out changes and updates. Each month we research the latest OS 
updates, firmware upgrades, and tablet releases so you don't have to. 




Google's $199 Nexus 7 tablet will be one 
of the first to receive the Android 4.1 
update, but many other devices to follow 
the Nexus 7 will feature the latest OS. 



ANDROID 4.1 JELLYBEAN 

Google recently released the newest 
version of its mobile operating system 
with Android 4.1 (aka Jelly Bean). The 
company put a strong focus on making 
the Android experience faster and 
smoother. To get the desired effect, the 
OS features more reactive touch re- 
sponses, so it boosts the CPU whenever 
you touch the display and returns to 
normal when you aren't using the de- 
vice, which should help improve battery 
life. Google also took the easy-to-use 
approach by improving notifications, 
widgets, photo sharing, and more. 

Android Beam is an interesting fea- 
ture that makes it easy to share photos, 
as well as contacts, apps, Web pages, 
and videos. When you place two NFC- 
enabled Android devices back-to-back, 
you can instantly share the on-screen 
data with the other user. Android Beam 
is also used to pair your device with a 
Bluetooth headset for a much faster and 
more stable connection. 



Google continues to retool and im- 
prove its "Google experience," which 
leads to better text and voice searches. 
Google has also added Google Now 
to the equation, which gives users up- 
to-the-minute data about news, traffic, 
weather, and other pieces of infor- 
mation they need to start their days. 
Google's Nexus 7 tablet will be one 
of the first devices to get the update 
(with added Google Wallet support, 
as well). 

SAMSUNG & TOSHIBA 
TABLETS GET ANDROID 4.0 

On the heels of the Jelly Bean an- 
nouncement, some other devices are 
getting fed with Android updates, but 
these are of the Ice Cream Sandwich 
(Android 4.0) variety. AT&T's Samsung 
Galaxy Note finally received Android 
4.0 following the updates of inter- 
national models in recent months. 
Toshiba's super-thin AT200 tablet is 
also receiving the update. The upgrades 



should hold Samsung and Toshiba 
tablet owners over until their devices 
receive Android 4.1. 

WINDOWS 8 VS. 
WINDOWS RT TABLETS 

There has been no shortage of tablet 
announcements in recent weeks, but if 
you've been paying close attention, you 
might have noticed that some tablets 
sport Windows 8 while others have the 
Windows RT moniker. Most companies 
are jumping on the Win8 bandwagon, 
but some manufacturers are working 
on WinRT models, as well. Win8 is de- 
signed with Intel-based chip technology 
and allows for backwards compatibility 
with existing Windows applications. 
WinRT is based on ARM architecture 
and doesn't feature the same compat- 
ibility. This means that some programs 
will have to be specially made for 
WinRT tablets, which could affect your 
purchasing decision depending on what 
software you or your business uses. 
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There is a seemingly endless supply of apps available for 
today's popular tablet platforms. In these pages, we have 
selected some of the best tablet apps for business, produc- 
tivity, and travel. You'll find a mix of apps that are new or 
have been recently updated and apps that have stood the 
test of time and received high ratings from users. 



ADOBE PROTO 

> Android | $9.99 | 12MB 

Website and application creation is 
usually best suited for a desktop com- 
puter with a mouse and keyboard, but 
Adobe is trying to change that with 
Adobe Proto (Rel. Feb. 16, 2012). The 
app lets you draw and build wire- 
frames for websites and applications 



using gestures and finger strokes 
across your tablet. Some example 
components include menus and tabs 
you can incorporate in your designs, 
and you can employ CSS grid sys- 
tems to build the perfect page or app. 
You can then upload files to Adobe's 
Creative Cloud system, where you 
can pull your creations into Adobe 
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Creative Suite for more in-depth ed- 
iting and sharing. 

BTC DASHBOARD 

>iOS | Free | 14.7MB 

Users of BigTinCan's BTC Dashboard 
corporate service can now take ad- 
vantage of the solution on their iPads 
with BTC Dashboard (Rel. July 26, 
2012). Companies can push docu- 
ments, images, videos, and other files 
to their employees' tablets, giving 
them access to enterprise-related data 
when they are away from the office. 
You can group multiple files together 
to form "stories," and then place each 
into different sections for easy catego- 
rization and access. BTC Dashboard 
also features tab-based file browsing, 
so you can view multiple channels 
at once without switching back and 
forth between them. 

BUSYBUSY 

>iOS | Free | 7.5MB 

There is a variety of task manage- 
ment and to-do list apps that help 
you keep track of what needs to be 
done, but few of them provide col- 
laboration and delegation tools like 
busybusy (Rel. July 29, 2012). Not 
only can you keep track of your own 
tasks, but you can also track the tasks 
of other people working on the same 
projects. For instance, you can re- 
ceive notification when someone cre- 
ates a sales document so you know 
when it's your turn to look over the 
document and give final approval. 
If want to be more efficient, addi- 
tional features are available for a 
monthly fee. 

cx 

>iOS | Free | 2.6MB 

Cloud Experience brings the func- 
tionality of its CX.com cloud ser- 
vice to the iPad with CX (Rel. July 6, 
2012). The app gives you 10GB of free 
storage space for work documents, 
images, videos, and anything else 



that's suitable for the cloud. Similar 
to other cloud services, you have the 
ability to share files privately or pub- 
licly with co-workers who can then 
leave comments for collaboration 
purposes. Whether you're using your 
computer, tablet, or smartphone, CX 
can sync all of your stored informa- 
tion across multiple devices for any- 
time access. 

IM+ 

> Android | Free | 6.7MB 

SHAPE organizes all of your fa- 
vorite instant messaging services 
under the same roof with IM+ (Rel. 
July 25, 2012). The app supports 
AIM, Facebook, Google Talk, MSN 
Messenger, Skype (as an additional 
in-app purchase), and many others. 
IM+ allows for group chats with cer- 
tain IM services; keeps a chat history 
for later reference; and lets you send 
text, photo, and voice messages. IM+ 
also features an in-app messenger 
called Beep, which connects mul- 
tiple mobile devices (the iPhone and 
Android, BlackBerry, and Windows 
Phone devices), with free messag- 
ing capabilities. 

ITH0UGHTSHD 

>iOS | $9.99 | 12.7MB 

Think back to your elementary school 
days and you may recollect using 
"thought webs" to help you catego- 
rize and organize your thoughts. 
iThoughtsHD (Rel. July 27, 2012) 
from CMS takes this simple idea and 
expands on it to build mindmaps for 
notes, concepts, goals, projects, brain- 
storming, tasks, and much more. 
Use texts or images to clearly ex- 
press your thoughts and tie them to- 
gether under one central theme. The 
app also works with many popular 
desktop mind mapping solutions 
(for import and export), online stor- 
age sites (for cloud synchronization), 
and other iOS apps (for copying 
and pasting). 
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Mobile scanning, 
redefined. 



MobileScan Pro^lOO Part#wsioo-PM 

- $149 95 



Scan Anything — Capture crisp images of books, 
=^ *| magazines, photos and personal documents. 



v_ Fully Mobile — With microSD™ storage and battery 
power, you can scan anywhere, without a computer. 



Desktop Dock— Complete with an automatic 
document feeding station for use at home or in 
the office. 



Ambir*: 

Technology^ 

www.ambir.com / 800-915-9930 



LCD display for quick, 
intuitive scanning on the go 




microSD'" card for secure mobile 
storage and easy pie transfer 



2 Ways to Scan 

Choose between handy wand 
scanning and automatic 
desktop imaging 






Ambhr Technology, Inc. AH rights reserved- Trademarks are property of their respective owners. 
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LANDTECH ESIGN 
>iOS | Free | 3.3MB 

Just because you're out of the of- 
fice doesn't mean you can't sign off 
on important documents. Apps such 
as Landtech eSign (Rel. July 24, 2012) 
let you scan documents and create 
PDFs you can send off to the appro- 
priate contacts to be signed electroni- 
cally. When you receive the signed 
documents, you can print them using 
Air Print or transfer them to your PC. 

MAVEN WEB BR0WSER+ 
>iOS | 99 cents | 3.9MB 

If you are looking for an alterna- 
tive to your iPad's default Web 
browser, then Maven Web Browser+ 
(Rel. July 8, 2012) from Gihyun Jung 
is worth a look. It features dual-screen 
Web surfing, unlimited tabs, plus ev- 
erything you would expect from a 
traditional browser. But the most in- 
teresting feature is the trackpad; 
press the red "button" on-screen and 
use it like the scroll wheel on a mouse. 
It is perfect for navigating through long 
Web pages without endless swiping. 



PC MONITOR 

>iOS | Free | 11.8MB 

If you need control over your desktop 
computers while away from the office, 
consider PC Monitor (Rel. July 3, 2012) 
from MMSOFT Design, which lets you 
monitor and manage as many as three 
computers from your iPad. You can 
check computer status, start processes, 
and even power off your computer or 
place it in standby mode. PC Monitor 
comes with a 14-day trial of its server 
module monitoring capabilities, with 
support for Exchange, Active Directory, 
and more. 

QUILL 

> Android | $1 | 1.2MB 

Some note-taking apps only let you 
type out your notes, but Volker 
Braun's Quill (Rel. July 8, 2012) deci- 
phers your handwritten notes, whether 
taken with a fingertip or an active 
pen/stylus. You can change the thick- 
ness of the lines, zoom in/ out, and 
export notes as PDFs. A pen-only mode 
lets you disable other types of touch 
input for clearer notes. 
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Smartphone Updates 

With all of the things smartphones can do, it's no wonder that manufacturers 
and wireless carriers are releasing a continuous stream of updates and enhance- 
ments. To help you keep up with the changes, we provide you with a rundown 
of some of the latest smartphone platform and carrier updates. 




MANY HAVE MOBILE 
PHONE ACCESS 

A recent study from the World 
Bank indicates that roughly 75% of 
the world's population now has ac- 
cess to mobile phones. Since 2000, 
prepaid and paid mobile device sub- 
scriptions globally have exploded 
from fewer than 1 billion to more than 
6 billion presently. That total includes 
nearly 5 billion subscriptions origi- 
nating from developing countries, the 
study showed. The World Bank fur- 
ther states that ownership of multiple 
subscriptions "will soon exceed that of 
the human population. " 

MOBILE APP DEVELOPERS 
SPREADING THE APP LOVE 

In a survey that Evans Data recently 
conducted of more than 400 mobile app 
developers, 94% indicated that they are 



designing their apps to run on multiple 
platforms. Evans Data characterizes the 
strategy as developers "hedging their 
bets in the mobile ecosphere." Data 
collected also indicates that while the 
vast majority of developers create apps 
for multiple platforms, only 13.5% are 
aiming all their apps at multiple plat- 
forms, and 58% design between 1 to 
50% of their apps to run on multiple 
platforms. Elsewhere, the study shows 
Android has surpassed all platforms 
as the most commonly targeted plat- 
form. Janel Garvin, Evans Data CEO 
and founder, stated that although some 
developers are writing multiple native 
app versions, her company has seen 
"a lot of developers leaving native 
development for Web runtimes even 
though they may take performance hits. 
Expansion of their potential market is 
just so much more important. " 



ENTERPROID INTRODUCES 
DIVIDE FOR I0S DEVICES 

As Enterproid states, "Using your 
own device for work can mean compro- 
mising personal freedom." Enter Divide 
( www.divide.com ), the company's app for 
enabling users to take a dual-persona 
approach with their smartphones by 
creating separate work and personal 
use environments on the device. Upon 
installation, Divide provides a "full- 
featured set of business-class apps," 
including mail, contacts, and calendar 
apps patterned stylistically after the 
phone's native OS. In addition to screen- 
lock and data wiping functionality, 
Divide enables IT to remotely manage 
a device's business area with-out im- 
pacting the user's personal apps or data. 

STYLETAP FOR ANDROID 

There are those among us who not 
only fondly remember legacy Palm 
OS apps of days gone by but also have 
continued to use them over the years 
with the help of emulation software 
from StyleTap ( www.styletap.com ) . In 
short, the company's StyleTap Platform 
($49.95) makes it possible for you to run 
applications originally developed for 
Palm OS devices on Windows Mobile, 
Symbian OS, and Apple iOS devices. A 
recently released preview version makes 
StyleTap available for Android smart- 
phones, as well. StyleTap CEO Gregory 
Sokoloff stated, "With all the new 
smartphone platforms, users are reluc- 
tant to lock themselves into one plat- 
form or to make the same investment 
over and over for each new platform. 
StyleTap's cross-platform family of 
products can help make these problems 
go away." 
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Choosing an app that fits your needs can be an over- 
whelming task as the number of available apps increases 
daily. We browsed a variety of websites and selected some 
of the best applications for business, finance, productivity, 
and travel. In the pages that follow, we highlight a mix of 
those that are new or recently updated. 



AGENT EXPRESS 

> iOS | $2.99 | 7.5MB 

Say you're nowhere near the office but a 
client calls to place a new order related 
to a previous order, only you can't re- 
member the specific details concerning 
the previous order. Agent Express (Rel. 
June 4, 2012) from Lippolis Domenico, 
enables managing all vendor and client 
orders, as well as personal data, from 
your iPhone. Features include the ability 
to import and sync Address Book data, 
create appointments, create and search 
reports, and more. 

BOX 

> Windows Phone | Free | 4MB 

This app (Rel. June 27, 2012) enables Box 
users to access and edit files saved in 



their online Box storage from a Win- 
dows Phone (7.5 or higher) device, as 
well as share files with friends, family, 
co-workers, and others. Box provides 
5GB of free storage initially and has paid 
plans if you need more space. Features 
include locking documents with a pass- 
code, commenting on documents from 
the device, viewing designated collabo- 
rators, and more. 

CREDIT KARMA MOBILE 

> iOS | Free | 10.9MB 

When you sign up for Credit Karma 
Mobile (Rel. July 18, 2012) from Credit 
Karma, you can register and receive 
your credit score "in just two minutes. " 
The app provides users with free daily 
credit monitoring, notifications when 
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significant changes occur to a credit 
score, and a report card that indicates 
factors influencing a credit score. Credit 
Karma claims more than 6 million cus- 
tomers use its free credit scores and 
monitoring and other tools to "take 
charge of their financial health." 

CROWDCLOUD 

> iOS | Free | 7.5MB 

CrowdCloud (Rel. April 23, 2012) pro- 
vides users the means to "harness the 
world of social media knowledge" and 
connect "locally with what matters" via 
the app's ability to review millions of 
social media posts hourly and display 
data relevant to the user. Users can 
share information and photos con- 
cerning current locations with their 
CrowdCloud community and locate 
and share information in real-time via 
the app's Beacon feature. Additionally, 
simultaneous Facebook and Twitter 
sharing is supported. 

G0G0B0T 

> iOS | Free | 20MB 

Beyond browsing 60,000-plus travel 
destinations, viewing hotel and res- 
taurant information, accessing maps, 
and creating travel-oriented postcards 
that are sharable on social media sites, 
gogobot enables accessing travel-re- 
lated tips and reviews from friends and 
others. The latest version of gogobot 
(Rel. July 16, 2012) adds a three-in-one 
Create feature that lets users check-in, 
create a postcard, and "get stamped" 
when arriving at or leaving destinations. 

GOOGLE CURRENTS 

> Android | Free | 5.2MB 

Google Currents (Rel. June 28, 2012) 
presents "magazine-like editions" of ar- 
ticles, videos, social streams, and other 
content from such publishers as Forbes, 
The Guardian, TechCrunch, and more 
on users' mobile devices. Further, the 
app uses Google's search technology to 
compile editions that track the five 
most current trending stories in various 



categories. The app supports blogs and 
feeds, sharing, and offline reading. 

MEETINGCALC 

> iOS | 99 cents | 3.1MB 

As Stotion states on its website, "we all 
have meetings" but "some go longer 
than they need to because someone likes 
to keep talking." MeetingCalc (Rel. Feb. 
16, 2012) from Seth Taylor calculates 
the "true cost of a meeting" by keeping 
tabs on how long the meeting runs and 
how much employees earned (based on 
hourly rate) sitting in the meeting. The 
app also lets you add people to a calcu- 
lation as they join the meeting. 

MPOWA 

> iOS | Free | 3.9MB 

Powa Technologies' mPowa (Rel. Aug. 
1, 2012) enables processing credit card 
and debit card transactions straight 
from Apple devices, as well as record- 
ing check and cash payments. The app 
can process card payments directly into 
a user's existing merchant account 
(0.25% processing fee included) or a 
user can sign up for a new merchant 
account (2.95% processing fee). A card 
reader is included free. 

SEATGURU 

> Android | Free | 897KB 

TripAdvisor's SeatGuru (Rel. Aug. 1, 
2012) aims to help travelers find the 
best seat on a plane and track down 
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the lowest airfare based on informa- 
tion acquired from airlines, travel 
agencies, and low-cost carriers. The 
app includes information for more 
than 700 seat maps from roughly 100 
airlines, as well as advice offered up 
by thousands of passengers, to help you 
locate the best seat. 

SHOWYOU 

> iOS | Free | 11.9MB 

Any video fan worth his salt will 
want to download the highly lauded 
Showyou (Rel. July 26, 2012) from 
Remixation. In short, the app gathers 
"the best videos from the Web" as se- 
lected and posted by friends on var- 
ious social networking sites, as well as 
other users and channels that include 
Comedy Central, TED, Associated 
Press, and Reddit TV. Further, Showyou 
also compiles videos that are trending. 
You share videos, scour through mil- 
lions of curated videos, and more. 

SMART BUSINESS APPS 
BY CANVAS 

> BlackBerry | Free | 379KB 

Smart Business Apps By Canvas (Rel. 
March 9, 2012) aims to take the con- 
tent contained in paper-based business 
forms and turn them into "apps you can 
fill out on your BlackBerry," making it 
possible to take care of paperwork on 
the device. Pre-built business apps are 
available in a Canvas Application Store 
for construction, retail and field service, 
government, and other fields. Alternate 
price plans are available when this 30- 
day free trial expires. 

SPB TV 3.0 

> Windows Phone | Free | 3MB 

MobiWorld Media's SPB TV 3.0 (Rel. 
June 20, 2012) provides live and on- 
demand video content on Windows 
Phone devices. The 3.0 version adds 
social media integration, an enhanced 
VoD player (rewind, forward, pause, 
play, etc.), and Channel Store that 
lets users find and browse content via 



categories. The new version also fea- 
tures an interface that's patterned after 
Metro. Other features include a TV 
guide, channel previews, and integra- 
tion with other mobile phone features. 

VLC BETA (NEON VERSION) 

> Android | Free | 7.3MB 

Numerous users swear by the highly 
regarded, open-source desktop version 
of VLC, a multimedia player that can 
play nearly any multimedia file, support 
various network streaming protocols, 
and do much more. Primary to know 
about this release (Rel. July 19, 2012) 
from the VLC Mobile Team is that it's a 
beta version of the port of the Android 
platform, it "is intended for power users 
and hackers," and it "is NOT stable 
and is slower than the final version." 
Further, this version only supports de- 
vices running an ARMv7 CPU. 

WTHR 

> iOS | 99 cents | 0.8MB 

WTHR (Rel. July 10, 2012) from devel- 
oper David Elgena is billed as a "sim- 
pler, more beautiful weather app," and 
it is just that. Aimed at those who want 
a weather app that will "complement 
your life, not complicate it," WTHR 
features the current local weather, a 
weekly forecast, and an intuitive inter- 
face that has a decidedly iOS feel and 
that's "built on Dieter Rams' 10 prin- 
ciples of design." 
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ANDROID 

> Ignore With Text 

One downside to smartphones is the 
expectation that you'll be connected and 
available 24/7. Your coworkers, family, 
or friends may think you can drop ev- 
erything to take their calls, but you may 
have more important things to do. 

That doesn't mean you have to ig- 
nore them, though. If your smart- 
phone is running Android 2.3 (aka 
Gingerbread) or later, you can send a 
canned text response. 

You can usually find the feature, 
known as Ignore With Text, in the in- 
coming call screen. There are three op- 
tions: Pick Up, Ignore, and Ignore With 
Text. Selecting the Ignore With Text op- 
tion presents four canned text messages 
to choose from, plus the option to create 
your own custom messages. The canned 
messages run along the lines of "Can't 
talk now" and "Call me later." If none 
of the canned messages are suitable, you 
can create your own, such as "I'm up 
to my eyeballs in alligators. Please call 
back later." You can be as succinct or as 
creative as you like. 



> Stop Apps 
From Adding 
Themselves To 
Your Home Screen 



By default, when you install 
an app, it automatically adds a 
shortcut to your home screen. 
That's handy for many of us, 
because it provides easy ac- 
cess to our apps. But if you're 
a power user, or you have tons 
of apps installed, you may not 
want your home screen to get 
cluttered, or to be automatically 
rearranged. 

To turn off the auto-add feature, 
launch the Google Play store. Tap 
Menu, Settings, and uncheck the 
Auto-Add Widgets option. 



> Flying Androids 

This isn't a productivity tip, but 
you know what they say about all 
work and no play. Android 4 (aka 
Ice Cream Sandwich) contains a 
hidden tribute to the flying toasters 
screen saver that used to be wildly 
popular on PCs and Macs. Google 
added a little twist; instead of flying 
toasters, the screen saver features 
flying androids. 

To activate the screen saver, bring 
up your phone's About screen, and 
tap the Android version tab. Keep 
tapping until the screen saver starts. 

> Two For One: Snap Hi-Res Photos 
While Capturing Video 

Your particular phone may not 
support this feature, but Android 
4 has the ability to perform dual 
image captures. When you're using 
your phone to record video, you 
can tap the screen and a hi-res still 
image will be shot at the same time, 
without pausing the video recording. 





You can keep app shortcuts from clutter- 
ing up your home screen in Android by 
unchecking the Auto-Add Widgets option. 
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PDFs & iBooks 



Reading PDFs on an iPhone or other iOS device is pretty straightforward. 
Most of the time, you can easily add PDFs to your iPhone by attaching 
them to email messages you send to yourself. When you open the email 
on your iOS device, the email app opens the PDF. All you have to do is sit 
back and read the document. 

But while mailing PDFs is a great way to get them to your iPhone, it's 
not the best way to read them or, for that matter, store them. The next 
time you need to read a PDF on an iOS device, try this trick. Send the PDF 
as a mail attachment, as youVe always done, but when you're ready to 
read it, tap the Open In icon, located in the top right corner, and then tap 
Open in iBooks. 

iBooks is a great PDF reader and storage system. It will store your PDFs 
on the iBooks shelf, and let you take advantage of iBooks features, such as 
searching, highlighting or underlining text, and bookmarking pages. 

In addition, because your PDF is now stored on the iBooks shelf, you can 
sync the PDF as part of your iBooks collection, ensuring 
that you have a copy of it on all of your iOS devices. 



If you select Open In iBooks when you want to read a PDF on 
your iPhone, the app will store the PDF on your iBooks shelf. You 
can then sync the PDF as part of your iBooks collection, ensur- 
ing that there'll be a copy of it on all of your iOS devices. 




Android will save the still image to 
your photo gallery. 

> Delete Chrome History 

Now that the Chrome browser is 
available for Android 4 and later, you 
may be wondering how to remove 
your browser history. This isn't just 
a good security practice; it also keeps 
Chrome running lean and mean. 

To access Chrome's history, launch 
Chrome and type chromeihistory in 
the address bar. The browsing history 
will display. You can tap any item in 
the history list to quickly go directly 
to that URL. 

You can delete individual history 
items by tapping the drop-down icon 
to the right of the item and selecting 
the Remove option. To remove mul- 
tiple items, tap to the left of an item; 
a check mark will appear. Tap to the 
left of additional items to select them, 
and then tap the Remove Selected 
Items button. 

If you want to remove all of your 
browsing history in one fell swoop, 
go to Menu, Settings, Advanced, and 
Privacy. Tap Clear Browsing Data. 
A list of browsing data types will 
display. Place a check mark next to 
Browsing History, as well as any 
other data types you wish to remove, 
and tap the Clear button. 

BLACKBERRY 

> SIM PIN Lock 

If you're not locking your phone, 
you're setting yourself up for a world 
of trouble. Without a SIM lock, your 
BlackBerry phone can be accessed 
pretty easily by anyone who manages 
to get their hands on it. 

When you enable the SIM PIN lock, 
your phone will require a PIN for ac- 
cess. If you've never used the SIM 
PIN lock feature before, you'll need 
your default SIM PIN code, which 
was provided in the documentation 
that was supplied with the phone. 
If you don't know your default PIN 
code, do not follow these instruc- 
tions. Failure to enter the correct code 
within three attempts will lock the 



SIM card and prevent you from using 
the phone. If this happens, you'll need 
to take the phone to the service pro- 
vider to unlock the SIM card. 

From the Home screen, select 
Options, Advanced Options, and 
Enable Security. If this is the first time 
you've used the SIM lock feature, 
you'll be asked to provide your default 
PIN code. Once you enter this code, 
you will always be required to enter a 
PIN to turn on and use your phone. 

> Navigate Threaded Messages 
With Just A Keystroke 

Threaded email messages have 
been available since BlackBerry 6. 
BlackBerry's support for threaded 
messages is very similar to Gmail's 
threaded system, so if you're used to 
Gmail, BlackBerry's threaded mes- 
saging system should be a breeze. 

To make it even easier, there are 
two keyboard shortcuts that let you 



quickly navigate messages. Press / to 
move to the next oldest message in a 
thread; press K to move to the next 
newest message. 

IOS 

>* Background Apps 
Affect Performance 

Your iPhone can sometimes seem 
as if it's dragging its feet. There are 
many possible causes for this, but one 
of the most common is that too many 
background apps are running. 

Apps that you use but don't 
quit sometimes wind up running 
in the background, waiting to be 
called up again. When they're in 
the background, most apps don't 
use much in the way of resources, 
but if there are too many of them, 
they can contribute to a general 
slow-down. To keep your iPhone 
feeling lively, try quitting some of 
those background apps. 
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Tap the Camera icon, and then snap 
your picture. 

This process doesn't unlock your 
iPhone, so while the resulting image 
is stored on your iPhone, you won't 
be able to view the image until you 
unlock the phone. 

WINDOWS PHONE 7 

> Fix Over- Or 
Underexposed Photos 

Sometimes (quite often, for some 
of us), when we take a picture, the 
image is over- or underexposed. 
Before you consign an image to the 
trash bin, try a few of the photo ma- 
nipulation tricks included in the 
camera roll. 

Select the photo in 
the camera roll that 
needs its exposure 
adjusted. Tap and 
hold on the image. 
From the menu that 
slides out, scroll to 
the bottom and se- 
lect Auto Fix. Your 
Windows Phone 7 
device will take a 
moment to adjust the 
exposure and then 
display the results. 

Tap the Magic 
Wand icon to toggle 
back and forth be- 
tween the original 
and the corrected 



picture upload service on your phone. 
Select Settings, Applications, Pictures & 
Camera. Tap Auto Upload To SkyDrive 
to turn the option on. 

Now whenever you snap a picture, 
your phone will check to see if there is 
an active network connection via Wi-Fi 
or mobile Internet. If a connection is 
available, your photo will be uploaded 
automatically to your SkyDrive account. 
If no connection is available, your phone 
will wait until a connection is present, 
and then perform the upload. 

> Stop Mobile Web Versions 
From Being Displayed 

One of our pet peeves is being forced 
to accept mobile versions of websites. 



V Upload Images 
To SkyDrive 




1Sk SkyDrive 

Microsoft account Wnnl's lhis? 

i : 



Keep rm signed In 



Can't access your accounl? 
Sign in wish a single-use coda 



If you take a lot of photos with your Windows Phone 7 
device, you can set your phone to upload them automati- 
cally to SkyDrive, Microsoft's cloud-based storage system. 



Double-tap the Home button to 
bring up a list of background apps. Tap 
and hold an app you wish to quit. Wait 
for a red circle with a minus sign to ap- 
pear on the app. Tap the circle and the 
selected app will quit. Repeat for any 
other apps you wish to quit. 

Dim Your Screen For 
Longer Battery Life 

You may have noticed that your 
iPhone's default screen brightness is, 
well, bright. It's so bright you could 
probably use it as an emergency light 
the next time the power goes out. But 
if you're going to use it in an emer- 
gency (or for anything else), it must 
have battery power, and that bright 
screen is sucking your battery dry. 

To reduce screen brightness and 
extend battery run-time, tap Settings 
and Brightness. Set Auto-Brightness 
to Off and use the slider to lower 
screen brightness. 

> Setting Camera Exposure 

Your iPhone camera may not be the 
most sophisticated image-capturing de- 
vice available, but it does have a trick up 
its shutter. When you use the Camera 
app, you can tap the screen to indicate 
the spot you want the lens to use for 
the focus point. But did you know that 
your iPhone uses the tapped location to 
adjust image exposure? You can use this 
to your advantage to create better expo- 
sures by doing the following. 

Compose your shot. Tap a light 
area of the image. Tap in a dark area 
of the image. Tap at the desired focus 
point, and then take the picture. 

> Quickly Access The Camera App 

While we're talking about the Camera 
app, iOS 5 lets you quickly access the 
camera without unlocking the screen 
and loading the home page. Getting to 
the Camera app quickly can be the dif- 
ference between getting the shot, and 
talking about the shot that got away. 

To access the Camera app from a 
locked screen, tap the home button 
twice. The Camera app's icon will ap- 
pear next to the Slide To Unlock bar. 



image. If you like 

the changes, tap the Save icon. 

> Upload Images To SkyDrive 

If you're a snapper, someone who 
takes lots of pictures with their 
Windows Phone 7 camera, then you 
should be aware that Microsoft has 
a free expanded storage system built 
into your phone. 

SkyDrive, Microsoft's cloud-based 
storage system, is built into all Windows 
Phone 7 devices. All you need to use it 
is a SkyDrive account, which is avail- 
able for free from Microsoft ( skydrive.live 
.com ). Once you set up your SkyDrive 
account, you can turn on the automatic 



One of the reasons it's nice to have 
a modern smartphone is because it 
will typically have a full-featured 
Web browser that can easily render 
the standard versions of websites. But 
even after you make your selection 
to view the "full site," many web- 
sites continue to force the sometimes 
difficult-to-navigate mobile versions 
of their sites into your browser. 

You can prevent this from hap- 
pening in the future with just a few 
steps: select Settings, Applications, 
and Internet Explorer. Then tap to 
change from Mobile to Standard 
browser. 
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l-ON PACKS SOUNDBAR INTO MINI FORM FACTOR 

>- i-ON ( i-orvusa.com ), maker of various peripherals for Apple 
devices, managed to build at least one appreciated fea- 
ture into its Desktop Mini Bar Speaker Dock ($59.95) that 
you won't find on all docks — a big and handy volume 
knob located on the speaker's right side. In addition to 
providing a bit of tactile interplay for those among us 
who prefer as much with our peripherals, the volume 
knob is also surrounded by a blue LED ring to indicate 
when power is on. Suitable for docking an iPad, iPhone, 
or iPod, the Desktop Mini Bar Speaker Dock can perform 
sync and charging duties while simultaneously playing 
audio, and an MP3 line-in jack enables connecting non- Apple 
devices, as well. At 2.44 x 8.15 x 2.44 inches (HxWxD), the speak- 
er's design patterns that of larger soundbars on the market but 
without the same requirements those models demand. 




POLAROID PUTS THE ZINK IN THE Z2300 

For many of us, the word "Polaroid" causes the mind to conjure up images of cameras output- 
ting prints soon after snapping shots. With its new 10MP Z2300 ($159.99), Polaroid ( www.polaroid 
.com ) provides the same instant-print experience, albeit through the use of ZINK Technology 
that works in combination with the camera's integrated printer. The results are 2 x 3-inch images 
users can output in various shades of color, or in black and white, in less than a minute. Beyond 
reviewing and cropping images onboard via the Z2300's 3-inch LCD, users can choose to print 
every photo or a select one complete with sticky backing. All photos print with a smudge-proof, 
water-resistant coating. ZINK Technology, meanwhile, entails using ZINK paper ($14.99 for 30 
sheets; $24.99 for 50 sheets), which consists of dye crystals that the camera's integrated printer 
heats internally, thus no need for actual ink. Elsewhere, the pocket-sized Z2300 also captures 
video, integrates a speaker, and accepts up to 32GB SD memory cards. 
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SONY FLAVORS NEWEST WALKMAN WITH ANDROID 4.0 

> Sony's Walkman ( www.sony.com ) line has a long and storied history 
in the portable audio realm. You can add the company's new E470 
and F800 series models to that heritage. The E470 (4GB, $79.99; 8GB, 
$89.99; and 16GB, $109.99) is billed as the slimmest Walkman ever at 
7mm. The F800 (16GB, $269.99; 32GB, $299.99), meanwhile, powers on 
Android 4.0; comes with preinstalled apps (email, maps, games, media 
gallery, etc.); and integrates a 3.5-inch multi-touchscreen, Nvidia 
Tegra 2 dual-core graphics, Bluetooth, Wi-Fi, and dedicated W button 
to jump straight to the player's music app, among other things. As 
you'd expect, the new Walkman models support Sony Entertainment 
Network's subscription-based Music Unlimited service and the more 
than 14 million songs it offers, meaning users can move songs and ad- 
free radio stations to the F800 or E470. Further, Sony builds in a bevy 
of its digital audio-enhancing technologies into the players, including 
S-Master technology in the F800 that aims to greatly reduce noise 
levels and distortion. 

EDIFIER TAKES BLUETOOTH SPEAKERS 
IN A SHAPELY DIRECTION 

> If you're looking to make an aesthetic statement while acquiring "crystal 
clear sound reproduction" that's generated in a unique manner, give 
Edifier's Spinnaker ($349.99; www.edifierHnternational.com ) Bluetooth speakers 
your consideration. Edifier states that the speaker's "sail inspired design" 
enhances audio in several ways. Specifically, the tapered cylindrical shape 
of the Spinnaker means "internal standing waves and resonances are un- 
able to collect to a measurable degree in any area within the enclosure," thus 
canceling themselves out at various frequencies. Further, Edifier claims the 
speakers' aluminum frame and internal damping materials lessen undesir- 
able enclosure vibration for more "lifelike and accurate sound presenta- 
tion." The Spinnaker's 16.5-inch height, meanwhile, enables the speakers 

to "project sound towards the listener" via their front-facing tweeters, mid- 
range drivers, and downward firing bass drivers. The speakers ship with a 
USB rechargeable wireless remote and integrate an auxiliary input. 

CALLAWAY UPRO MX+ GOES ABOVE & BEYOND 

> Often, the key to shooting a better round of golf is all about having a 
clear picture of how each of the holes on the course lays out and where 
the trouble spots are located. With Callaway's Upro MX+ ($249.99; www 
.callawaygolf.com ) GPS device in hand, getting a clear picture becomes a 
whole lot less problematic. Sporting a 2.2-inch LCD touchscreen, the Upro 
MX+ comes loaded with 25,000 courses. The BasicMode tells you the 
number of yards to the green and hazards for each hole, as well as front, 
middle, and back of the green yardage. The included GoMode, meanwhile, 
provides renderings of greens and surrounding areas, along with precise 
front, middle, and back green distances. Elsewhere, AnyPoint technology 
enables measuring the precise distance to any selected spot on a green. 
The Upro MX+'s real standout feature, however, may be the optional 
ProMode, which provides aerial video flyovers (not renderings) of holes 
and AnyPoint technology to see exact yardage to hazards and other key 
spots of a hole. Other perks of the device include a Digital Scorecard feature 
that tracks scores and stats related to fairway, green, and putting play and 
compatibility with the Callaway Uxplore website, which supports tracking 
and analyzing scores and stats players upload. 
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Protect Your 
Privacy Online 

Minimize The Risks 

If you use online services, social networking 
sites, or search engines, your privacy is at risk. 

The more information you make available online, the easier it is 
to compromise your privacy, your identity, or even your com- 
puter. Today, there are very few consumer protections for online 
privacy, but there are steps you can take to help minimize the risk. 



GENERAL ONLINE 
PRIVACY TIPS 

Many online services and social 
networking sites request personal 
information. Knowing how your 
information is used and shared is 
important. However, privacy and se- 
curity settings can be difficult to find 
and understand. To help protect your 
privacy, keep the following recom- 
mendations in mind when registering 
for online services: 

• Enter the minimum amount of per- 
sonal information necessary and do 
not provide information useful to 
identity thieves such as your birth 
date or Social Security number 

• If email account information is 
required, don't use your work or 
home email account — create a sepa- 
rate email account to use solely for 
online activity 

• Read the site's privacy policies — they 
can reveal a lot about how your infor- 
mation is used and how you can take 
additional steps to protect it 

• Verify and change account and pri- 
vacy settings — many sites default 
to less private options 

• Use strong passwords and secu- 
rity questions that are not easy for 
others to guess 

• Employ antivirus and spyware soft- 
ware on your computer and keep 
the software updated 

• Be wary of installing software or 
toolbars, downloading items, and 
using add-on applications 

• Look for and opt-out of receiving no- 
tices or special offers 

• Decline options to import your email 
contacts into the service 

• If you receive a personal email invi- 
tation to sign up for an online ser- 
vice, contact the sender to verify its 
authenticity 

• Use common sense — if the site or 
service doesn't seem like it's on the 
up and up, don't register to use it 
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facebook. 



To access Facebook privacy options, 
click the drop-down arrow next to 
Home at the top-right of the page 
and then click Privacy Settings. Un- 
der the second heading, Control Your 
Default Privacy, you can establish the 
basic overall privacy setting for your 
Facebook activities. Here 
you can make your updates 
and photos open to the 
public, accessible only to 
friends, or accessible based 
on custom settings. The 
most private single choice is 
Friends, but the best option 
for privacy is to establish 
custom settings. This pro- 
vides two advantages: you 
can see all of the types of in- 
formation you are sharing, 
and you can set items to 
be visible by "Only Me." 
To select this option, click Custom 
and select Only Me under Make This 
Visible To. In the Custom settings 
window, you can also identify specific 
people to whom you will make your 
account visible or hidden. After you 
review the settings, be sure to click 
Save Changes. 

Under the third heading, How You 
Connect, click Edit Settings to define 
how others can connect with you. 
Here you can define who can search 
for you by name, email address, or 
phone number; send you friend re- 
quests; and send you messages. In 
most cases, the most private option is 
Friends. However, the friend requests 
option does not offer the Friends op- 



private choice here. After you review 
the settings, click Done. 

Next, you should carefully ex- 
amine the privacy preferences under 
the Apps And Websites section on 
the Settings page. These settings af- 
fect the information that other web- 
sites and Facebook applications can 
access. And it controls the informa- 
tion that your friends' applications 
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tion, so Friends Of Friends is the most 



Edit the How You Connect settings within Facebook to 
control who is able to find you on Facebook, how you can 
be found, who can send friend requests to you, and who 
can send you messages. 



can access about you. To set these 
preferences, click Edit Settings. For 
Apps You Use, click Edit Settings and 
remove any applications you don't 
use. Or, you can click the "Turn off 
all apps" link to disable Facebook ap- 
plications entirely. If you don't use 
Facebook apps, this is a good option 
because it also disables the remainder 
of the items here, with the exception 
of Public Search. 

Finally, click Edit Settings next to 
Profile And Tagging to review those 
settings, and also look over the in- 
formation in your profile. Note that 
you cannot prevent Facebook from 
displaying your profile photo, name, 
gender, and networks if you provide 
this information. 



To access Facebook privacy options, 
click the drop-down arrow next to Home at the 
top-right of the page and then click Privacy Settings. 



» Online Tracking 
Information & Tools 

Data broker companies track Inter- 
net use through your Web browser, 
search engine, and online activity. 
Third-party cookies and code hidden 
on Web pages track your movements 
online, record the kinds of searches 
you perform, and capture personal 
information. Rather than your name, 
a code stored on your computer is 
associated with the information. 
The code and related data can be 
sold to companies that want to target 
advertisements and content specifi- 
cally to your interests and profile. 

For more information about how 
you can prevent online data collec- 
tion and tracking, refer to the follow- 
ing resources: 

AboutCookies.org 

www.aboutcookies.org 
Get detailed information about 
managing and tracking cookies in 
all types of Web browsers 

KnowPrivacy 

www.knowprivacy.org 

Learn more about the current state 

of Web privacy, data collection, and 

information sharing from this research 

report by the UC Berkeley School of 

Information 

Network Advertising Initiative 

www.networkadvertismg.org 

and PrivacyChoice 

www.privacychoice.org 

Opt out of some behavioral targeting 

tracking and advertisements 

Privacy Rights Clearinghouse 

www.privacyrights.org 

Get fact sheets in the Online Privacy & 
Technology section for detailed infor- 
mation about monitoring online activi- 
ties and keeping information private 

Start Page 

www.startpage.com 

Start your searches at StartPage to 
avoid search engine tracking 
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Google+ represents Google's own 
stab at connecting all of its users 
(and potentially all Web users) 
under one social umbrella. Whether 
or not you use Google+, there's a 
good chance you have noticed its 
features already. Google has inte- 
grated Google+ into all of its soft- 
ware and services, including search. 
The network's seemingly ubiquitous 
feature is the little +1 button that 
graces every hit on every Google 
search page as well as countless on- 
line articles and websites. It's akin 
to the Like and Tweet buttons for 
Facebook and Twitter, respectively, 
and often appears with them. 

Google+ operates on the premise 
that in real life people share informa- 
tion with individuals and groups, and 
that on the Web users want more nu- 
anced sharing options than the basic 



When editing your Google+ 
profile, you can specify who has 
access to each piece of personal 

information about yourself. 

three — "private," "everyone in 
my network," and "the whole 
world" — when it comes to 
posting information about them- 
selves. To that end, Google+ lets 
users create "circles" of other users to 
"follow." A circle can include an indi- 
vidual or any number of users. 

After you have created circles, 
you can share posts, links, photos, 
and +1 clicks with those circles. 
How you choose to share posts and 
similar information amounts to one 
of the fundamental privacy controls 
within Google+: You can, on a post- 
by-post basis, share posts with any 
number of circles or no one at all. 

Because Google+ is still in beta, 
with developers acting on a steady 
stream of suggestions from users, 
its privacy settings are subject to 
change. Apart from choosing how 
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you share information when you 
post something, you will find other 
privacy options when you click 
the Settings link at the top of your 
Google+ page. Select Google+ at left 
to access options for who can in- 
teract with you and your posts, and 
select Profile And Privacy to access 
all other settings. 

Unlike other social networking 
sites, Google lets you download 
all of your Google+ data so you 
can save it as a backup or keep it 
in your possession if you choose to 
stop using the service. To use this 
feature, click Data Liberation on 
the Settings page and follow the 
instructions provided. 



Linked [fl 



Although it's a professional networking 
site without all of the social features of 
Facebook or Google+, Linkedln uses 
your profile information for certain ad- 
vertising and marketing opportunities. 
It also incorporates third-party applica- 
tions and research surveys. 



InPrivate is turned on 



Wher InPrivate Browsing is turned on. you will see this indicator 
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your browsing session. This includes cookies, temporary Internet files, 
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See Help for more information. 

To turn off IrVvate Browsing, close this browser window. 



Internet Explorer 8 offers InPrivate browsing to pre- 
vent tracking cookies and temporary Internet files. 



Linkedln privacy controls 
are split between two 
areas on the Settings page: 
Profile and Account. 
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To modify privacy options, click 
your name at top right and select 
Settings. To control how much of 
your profile is available to search 
engines, click the Edit Your Public 
Profile link under Settings. Here you 
can determine whether to publish 
your profile and what information 
displays if you choose to do so. You 
can also preview your profile as it 
will appear in search engine results. 



Most of the remaining privacy 
options are accessible by clicking 
Profile or Account on the Settings 
page and looking under the 
Privacy Controls heading. In these 
areas you can control who can 
view your "broadcasts" (Linkedln 
terminology for posts) and connec- 
tions, whether you prefer to use 
a secure connection when using 
Linkedln, and more. 



WAIT, THERE'S MORE 

Signing up for online services and social networks can expose your personal infor- 
mation to others. But there are other online activities that third-party data brokers 
track through your Web browser and search engine use. Be sure to refer back to the 
"Online Tracking Information & Tools" sidebar for information and resources. 
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Get PC Today On Your iPad 
Anytime, Anywhere 

It's Free, Easy & Convenient 



PC Today 
Is The Essential 
Monthly Guide To 
Business Technology 
For Executives & 
Company Owners 



With the FREE iPad app, you can read the latest issue of PC Today or catch up on back issues, 

all at no charge. The app includes an offline reading mode and both portrait and landscape viewing. 



Download the PC Today iPad app from the Apple Newsstand in iOS 5, the Apple App Store on your 
iPad, or www.itunes.com/appstore on your computer. 



□ Available on the 
App Store 
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Mobile Gadget Safety 

A Best Practices Checklist 



If you are regularly on the 
go or travel frequently, you 
probably take more gadgets 
with you than you know 
what to do with. 



Laptops, tablets, and smartphones 
let you stay in touch with friends, 
family, and everyone else while away 
from your home or office. But what 
you may not think about is how to 
keep these gadgets safe, whether 
you're using them at the time or not. 

Dropping your device can cause 
serious damage or even cause it to 
stop working entirely. And there 
are always people looking to steal 
gadgets or infect them with viruses 
in order to access sensitive data. 
We looked at a few accessories, 
settings, and applications that can 
help prevent damage, be it physical 
or virtual. 



CASES & SCREEN 
PROTECTORS 

The increasing popularity of 
tablet computers has ushered in 
many new accessories. There are 
screen protectors that let you use 
your tablet freely but save the dis- 
play from scratches. And there are 
also skins and cases available that 
protect the entire device rather than 
just the display. 

For some smartphone users, a 
simple screen protector may be 
enough to prevent scratches and keep 
their smartphones in good condition. 
But for others, a case may be neces- 
sary to keep their smartphones safe. 
The OtterBox iPhone 4/4S Defender 
Series Case ($49.95; www.otterbox. 
com ) can give you the best of both 
worlds. This case is less bulky and 
more rugged than some alterna- 
tive iPhone cases, and its integrated 
"protective membrane" prevents the 
display from getting scratched. The 



case prevents shock damage if you 
happen to drop your phone, and the 
design stops dust from getting inside 
the phone. This particular case comes 
in three parts — the screen protector, 
silicon case, and polycarbonate hol- 
ster — and provides a good option for 
preventing physical damage without 
adversely affecting your phone's aes- 
thetic look. 

STRONG PASSWORD 

Physical damage isn't the only 
thing to worry about with mobile 
devices. There is a chance your de- 
vice could become lost or stolen, 
so you have to make sure you keep 
it as secure as possible if it falls 
into someone else's hands. Even 
without apps and extra software, 
many smartphones and laptops 
have security settings that can pro- 
vide a basic level of protection. 
When creating a password for use 
on your device, make sure it is a 
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complicated mixture of uppercase 
and lowercase letters along with 
numbers or symbols. Many smart- 
phones have security settings you 
can enable so your phone locks au- 
tomatically after a certain number 
of failed attempts to enter the cor- 
rect password or passcode. 

LAPTOP SECURITY SOFTWARE 

When it comes to protecting your 
laptop, it's a good idea to purchase 
security software that includes an- 
tivirus, spam blocker, and other 
features that make Internet and 
email safe to use wherever you are. 
Installing security software can pre- 
vent company information from 
being accidently leaked or stolen. 
For instance, Trend Micro ( www.trend 
micro.com ) provides a variety of secu- 
rity solutions for home, home office, 
and enterprise customers. 

You can also purchase a laptop 
tracking program that will help you 
locate your computer should you 
leave it somewhere or suspect it may 
have been stolen. Then you can deter- 
mine its location using another com- 
puter or your smartphone. It's also 
key to keep your operating system 
and antivirus software updated so 
you can utilize the most current secu- 
rity measures at any time. 








Li r 


© ] 


8 m 


- %■ > 





















Entrust IdentityGuard Mobile 
provides strong authentica- 
tion for mobile devices. 
Entrust also offers services for 
financial institutions. 



Entrust IdentityGuard — Mobile Authentication Options 




WIRELESS SETTINGS 

When it comes to sending data over 
wireless networks, you can't be too 
careful. Always remember to turn off 
Bluetooth and Wi-Fi on your smart- 
phone or laptop to ensure you don't 
accidently broadcast sensitive informa- 
tion or leave your device open for at- 
tack. You should also be mindful of the 
data you send in general because most 
emails, text messages, and files aren't 
encrypted and may be visible to anyone 
connected to the same network. 

SMARTPHONE 
SECURITY APPS 

Smartphones are becoming pop- 
ular targets for viruses and spam. 
Many people use smartphones to 
access their email and the Internet, 
making the devices prone to many of 
the same security threats as laptops. 
Even text messages are vulnerable to 
attack, so security apps are necessary 
to fully protect your phone. Webroot 
Mobile Security Basic ( www.webroot 
.com ) is a free Android application 
that works with smartphones and 
tablets. It features a remote lock that 
prevents others from accessing your 
phone, an app scanning feature that 
makes sure apps that you download 
are safe, and an unwanted call and 
text message blocker. 

In addition to authentication, cer- 
tificate management, secure email, 
and other security offerings for 



The Otterbox iPhone 4 Defender Series Case has 
a screen protector, silicone skin, and polycarbon- 
ate holster to prevent damage that can occur 
when you drop your phone. 



large organizations and financial 
institutions, Entrust ( www. entrust, 
com ) makes IdentityGuard Mobile. 
Geared toward corporate users, 
IdentityGuard protects devices (in- 
cluding consumer devices) with 
digital certificates, SMS one-time 
passcodes, and other measures. 

For BlackBerry users, Snap Secure 
(formerly SmrtGuard Mobile Secu- 
rity; free; www.s m rtguard.co m ) lets you 
track your phone and remotely lock 
it. There is also a PRO version of the 
app that includes mobile antivirus 
and anti-spam features. 

REMOTE WIPE 

In the event that your phone is 
lost or stolen with no way of getting 
it back, you may need to remotely 
wipe data from your device. There 
are a variety of apps available for 
all types of smartphones that let you 
wipe your phone's storage from your 
computer. For example, Snap Secure 
Pro has this feature, so you can make 
sure that even if you lose your phone, 
no one will be able to access its data 
should it be found. 

THE IMPORTANCE 

OF EXTRA PROTECTION 

Most smartphones, laptops, and 
tablets are designed to have a cer- 
tain level of protection out of the 
box, but there are things you can do 
to safeguard a device and its con- 
tents. Finding cases and software that 
provide extra security are not only 
important for protecting the device, 
but also for protecting you and your 
company from losing personal and/ 
or sensitive information. 



PCToday / September 201 2 65 




Wi-Fi hotspots are 
convenient because 
they provide high- 
speed Internet access I 

when you're away from your home or 
office. But the threats and security risks 
associated with these networks can some- 
times outweigh the convenience. The truth 
is that most Wi-Fi hotspots, and especially 
publicly available ones, can be hotbeds for 
viruses and hackers. 



Use Wi-Fi 
Hotspots Wisely 



But it might ease your mind to 
know that there are ways to protect 
your computer from these threats 
and still be able to access some Wi- 
Fi hotspots with no fear. We'll show 
you what to look for in a wireless 
network, how to connect to it, and 
how to prevent threats from attacking 
your computer. 

LOCATION, LOCATION, 
LOCATION 

One of the easiest ways to make 
sure a Wi-Fi hotspot is safe is to 
recognize where it is located. For in- 
stance, if you are accessing impor- 
tant work documents, checking your 
business email, or performing any 
other work-related tasks, you should 
not connect to "public" Wi-Fi hot- 
spots that don't require a password 
or credentials for access. These types 
of networks are often available at 
coffee shops, restaurants, and other 



similar locations, allowing anyone to 
connect to them. 

The biggest threats related to pub- 
lic Wi-Fi hotspots are wireless packet 
sniffing or capturing and MITM (Man- 
In-The-Middle) networks. With wire- 
less packet sniffing, someone on a 
network is able to view the informa- 
tion being sent to and from your com- 
puter and is able to capture it for use 
later on. MITM threats are similar in 
that they also gather data from your 
computer, but they do so in a much 
more complex way. 

"With MITM attacks, a rogue ac- 
cess point pretends to be the network 
you actually want to connect to," says 
James McMurry, president and CEO 
of Milton Security Group. "All data 
you send through that rogue access 
point can be actively manipulated. 
Often this kind of threat will direct 
you to sites that look just like your 
bank or email, so that they can easily 



intercept your passwords or credit 
card information." 

To prevent wireless packet sniff- 
ing, data encryption is a must and 
can be included in a full security 
software suite or as an extension of 
your company's email security so- 
lution. To avoid connecting to an 
MITM network, you should always 
make sure that networks you ac- 
cess are password-protected and not 
available to the general public. 

INSTALL ANTIVIRUS 
SOFTWARE & REGULARLY 
UPDATE YOUR COMPUTER 

Even with email encryption in 
place and a solid understanding of 
how to avoid potentially dangerous 
hotspots, it may not be enough. To 
fully protect your computer, you 
should invest in antivirus software 
that blocks malware-hosting web- 
sites and other threats; provides 
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some form of data encryption when 
information is transmitted to and 
from your computer; and has reg- 
ular updates available that help pro- 
tect your computer from the newest 
and most sophisticated viruses. 

Some enterprise-level programs, 
for example, provide protection 
against viruses, rogue applications, 
malicious downloads and email 
links, potentially hazardous URLs, 
and much more. 

McMurry also recommends 
keeping your operating system 
up-to-date with service packs and 
other improvements. Both Apple 
and Microsoft provide regular up- 
dates that patch potential vulner- 
abilities and add new features that 
may put an extra layer of security 
between your computer and out- 
side threats. 

CONNECTING TO A 
WI-FI HOTSPOT 

After you locate a safe wireless 
network and have sufficient secu- 
rity measures in place, it's time to 
actually connect to the network. 
With Windows 7 computers, you 
can go to the Control Panel, click 
Network and Internet, Network 
and Sharing Center, and then Con- 
nect To A Network. You can also 
look for the network menu icon 
on your taskbar and click it. From 
there, you will see a list of avail- 
able wireless networks. Find the 
one you want to connect to, select 
it, and then click Connect. You 
may be prompted to enter a pass- 
word. If so, enter the password. 
You should then have full access to 
the network. 

In some instances, the wire- 
less network that you desire may 
be hidden or unsearchable. If this 
happens and you know the name 
of the network and its login in- 
formation, you are in luck. You 
can go to the Network and Shar- 
ing Center menu, select Set Up A 
New Connection Or Network, and 
then click Manually Connect To A 



Wireless Network. Next, you need 
to enter the network name, security 
type, encryption type, and security 
key to make the connection to the 
hidden network. 

For Mac users, 
look for and select 
the wireless net- 
work symbol on the 
taskbar in the upper 
right-hand corner. 
A list of networks 
will appear and you 
can select any from 
the list to make con- 
nections. As with 
Win7, you may have 
to enter a username 
and/or password to 
connect. If the net- 
work you want to 
access isn't on the list, click Join 
Other Network and search for the 
specific network. From there, you 
should be able to connect to the 
correct network and begin surfing 
the Web. 

CONSIDER ALTERNATIVE 
NETWORK TYPES & 
COMMON SENSE 

If you are ever in doubt that a Wi-Fi 
hotspot isn't safe and you don't need 
access to a super high-speed Inter- 
net connection, McMurry recom- 
mends using a 3G/4G connection 



or tethering your computer to your 
smartphone. There are similar risks 
associated with mobile networks, so 
you'll still have to invest in data en- 
cryption for email and 
other applications. 

And if you do 
need a high-speed 
wireless network 
connection, you can 
have your IT de- 
partment set up a 
VPN tunnel on the 
company end, so 
traffic is put "onto 
the VPN tunnel and 
not on the public 
Wi-Fi" network, ac- 
cording to McMurry. 
Employees will then 
have safe access to 
internal company assets and be as 
productive on the road as they are 
in the office. 

In most situations, using com- 
mon sense is the best way to avoid 
connecting to a bad Wi-Fi hotspot 
and opening your computer up to 
outside threats. Avoid public hot- 
spots whenever possible, only con- 
nect to networks that you know 
and trust, and when in doubt, don't 
make a connection. Always remem- 
ber that a small decrease in connec- 
tion speed is a small price to pay for 
a safe computer. 



W ► Control Panel ► S- stem *nci Security ► Windows Firewall 
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Control Panel Home 

Allow a program or feature 
through Windows Firewall 

Change notification settings 

\ Turn Windows Firewall on or 
off 

5^,' Restore defaults 
Advanced settings 
Troubleshoot my network 



Action Center 

Network and Sharing Center 



Help protect your computer with Windows Firewall 

Windows Firewall :-" : : * ±--. ■=: i : " -- : software from gaii 
computer through the Internet or a network, 
How does a firewall help protect my computer; 
What are netwcil Iccatic is? 
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Update your Firewall settings 

recommended settings to protect your 
What are the recommended settings? 



I 'S§jP Domain networks 



I Home or work (private) networks 



! Public networks 



Not Connected 



Not Connected 



Setting up your 
Windows 7 firewall 
will help lower 
the risk of viruses 
or other threats 
accessing sensitive 
data stored on 
your computer. 



In most situa- 
tions, using com- 
mon sense is the 
best way to avoid 

connecting to a 
bad Wi-Fi hotspot 
and opening your 
computer up to 
outside threats. 
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Someday you will 
face the inevitable 
notebook failure. 

You'll be working diligently on the docu- 
ments you need for your three o'clock 
meeting or be right in the middle of 
composing a lengthy email describing the 
highlights of your previous business trip, 
and your Windows notebook will freeze, 
suddenly shut down, or reboot itself. Or 
perhaps your Web browsing is halted by 
an unexpected blue screen bearing an 
ominously lengthy error message. 





Revive A Crashed 
Notebook 



Unfortunately, these common er- 
rors could be the result of several 
different issues, so it can be difficult 
to pinpoint the cause of a failure. But 
luckily there are also many common 
solutions that often yield positive 
results. Next time your notebook ex- 
periences an error, you'll want to 
remember these tips. 

NOTEBOOK WITH 
A BLUE SCREEN 

The cryptic error message on a 
BSOD (blue screen of death) can make 
it difficult to determine the prob- 
lem's origin. But the BSOD, also 
called a stop error, is actually a safe- 
guard. When Windows detects a 
serious problem, it will stop what- 
ever it is doing and revert to a blue 
screen to protect your OS from fur- 
ther damage. Most often, Windows 
will display the error when there 
is a hardware issue or possibly a 



conflict with device drivers. A BSOD 
does not always mean serious trou- 
ble, but it does slow you down; for 
example, an attached external hard 
drive left on before the notebook pow- 
ered up may cause a blue screen at 
startup; you have to wait as Windows 
scans the external drive before com- 
pleting the startup. 

Restarting the notebook will often 
solve the issue. However, if a BSOD 
error appears repeatedly, you'll want 
to write down the stop error message. 
Note as much information as possi- 
ble, such as "STOP: 0x0000007E." This 
message will tell you which error has 
occurred so you can investigate a so- 
lution at Microsoft Help And Sup- 
port ( support.microsoft.com ). 

SPONTANEOUS REBOOT 
OR SHUTDOWN 

Without warning, your note- 
book may reboot itself or even shut 



down completely. Although there 
could be numerous issues causing 
this, there are three common pos- 
sibilities. If you or your IT staff re- 
cently upgraded the hardware in 
your notebook, some components 
may be incompatible, causing the 
system to shut down to avoid dam- 
age. You or your IT staff may try re- 
moving or replacing a newly installed 
component to see if the shutdown 
error persists. If you are certain that 
the failure is not hardware-related, 
check to make sure that the air intake 
fans are not impeded. Blocked fans de- 
crease the amount of cool airflow into 
your notebook, and if the computer 
gets too hot, it will shut itself down as 
a precautionary measure to prevent 
component damage. 

Automatic reboots or shutdowns 
could also be the result of a virus. 
If you have an antivirus program 
installed on your notebook, make 
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sure it is up-to-date, and then be problematic application name may 

sure to run a full scan of the hard be labeled "not responding, " which INABILITY TO SHUT DOWN 
drive. If you don't have an anti- helps you identify which program The inability to turn off your note- 
virus program, you'll want to buy is causing the trouble. If the key- book is often caused by a software 
one or download a free reliable board or mouse are unresponsive, error and not a hardware issue. A 
program from the In- you may have to program may be unable to close, 
ternet. After you in- perform a hard (aka and because it continues to run, Win- 
stall the antivirus Fr£6Z6S dLYQ often c °ld) shutdown by dows can't close down properly. If 
program, run a full holding down the your notebook refuses to turn off 
scan to search for any tll6 rGSUlt 01 m6m- power button for each time you shut down, then you 
malware. When the Oiy Overload. The ^ ve to 10 seconds need to determine which program 
scan is complete, fol- memory ill VOlir untu your notebook might be causing the problem. Look 
low the program's in- i i i turns off. When you for any "End Program" or "Program 
structions to remove nOtCDOOK ilclS cl start up your note- Not Responding" messages or press 
or quarantine any CGrtclin CclpciCity, book again, chances CTRL- ALT-DELETE to check the Task 
discovered malware. &nd if ttlGrG arG ever y tn ^ n S w ^ Manager for programs that are run- 
run smoothly. ning in the background. 
FROZEN tOO many prOCeSS- if your notebook If you recently made a change to 
NOTEBOOK eg running Simill- freezes up every that program, make sure that there 

You're undoubt- fpmpniiolv vniir time you open a are no updates available. Otherwise 

edly familiar with this ^' * specific program, try System Restore to return your 

scenario: Things are nOtGDOOK ITLciy then check that you notebook to the state it was in prior 

going fine with your flGGZG bGCciUSG it have installed all to any change you made. In Windows 

notebook when sud- CcLIl't kcCD UP updates or patches 7, click Start, type system restore, 

denly you can't switch * * that the program and then select System Restore. In 

between multiple ap- might need. Also, Windows Vista, click Start, Control 

plications or a pro- opening an older Panel, System And Maintenance, 

gram hangs when you try to open version of a program can cause Backup And Restore Center, and 

it. The mouse and keyboard may or your notebook to freeze because Restore Computer. In Windows XP, 

may not respond, and you usually it may be incompatible with other click Start, All Programs, Accessories, 

have to restart the computer, which programs or your OS. If a specific System Tools, and System Restore. If 

is an inconvenience that can turn program doesn't seem to be causing the problem persists, you may have to 

into a disaster if you have not saved the problem, try defragmenting remove the program, 

your work. your hard drive. Defragmenting To uninstall a program in Win7, 

Freezes are often the result of combines fragmented files and click Start, select Control Panel, and 

memory overload. The memory in cleans up your hard drive so that click Programs And Features. Select 

your notebook has a certain ca- your notebook can access files the desired program and click Un- 

pacity, and if there are too many faster. If it takes less effort to find install. In Vista, click Start, Control 

processes running simultaneously, and access files, your notebook will Panel, and Uninstall A Program. In 

your notebook may freeze because use a smaller amount of its mem- WinXP, click Start, select Control 

it can't keep up. Malware is a com- ory capacity and thereby gain the Panel, and choose Add Or Remove 

mon culprit in causing freezes, and ability to perform more actions Programs. Locate the appropriate 

sometimes two programs in con- simultaneously. If your notebook program and choose Remove. Don't 

flict with each other can freeze your still suffers from regular freezes, remove a program unless you have 

computer, especially if the note- notify your IT department; you the executable file or the installation 

book doesn't have sufficient pro- may need to reinstall the OS. discs on hand, 
cessing power or memory. If the 

keyboard or mouse is responsive, — 
start troubleshooting by pressing >>BACR jq NORM AL 
CTRL- ALT-DELETE. Enter the Task 

Manager and end the program that If your notebook problems persist, you'll obviously have to resort to consulting 
you believe may have caused the your IT staff, local computer repair store, or the manufacturer. But take heart: 
freeze. (In most cases it is the last Unless your notebook has undergone physical duress or your hard drive has 
program you attempted to open.) A become damaged, your data is most likely retrievable. 
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There should be a 
corollary to Murphy's 
Law expressly for 
business travelers. 

Perhaps something like this: 
If something's going to go wrong with 
your notebook, it wont go wrong at the 
office, when the IT department is just down 
the hall. No, it'll crash at the worst possible 
time — at 2 a.m., just hours before a huge, 
out-of-state business presentation. 




Deal With A 
Malware-Infected 
P Notebook 



NO MATTER WHAT OS YOU ARE USING, 

at any time, malware can still bring 
your notebook to its knees. The im- 
portant thing, however, is not to stress 
out over spyware and malware while 
you're on the road. Here are a few 
tips to make sure your notebook stays 
up and running while you're away 
from home. 

THE RIGHT TOOLS 

Most of us have some antispyware 
and antivirus software installed on 
our business notebooks, but these 
programs aren't really going to be 
a whole lot of help unless they are 
updated frequently. Even the out- 
standing Spybot Search & Destroy 
(free; www.safer-networking.org ) needs 
your help to do its job properly. 

When a user notices a problem, a 
common first reaction is to run the 



antispyware and antivirus programs 
on your machine. That's a great idea, 
of course, but be sure to update the 
software before you run them. This can 
save you a bit of time and will help root 
out the newest infections you may have 
picked up while surfing the Web. 

You can set the enterprise-level an- 
tivirus programs from McAfee and 
Symantec to update automatically, but 
with some programs, it's a good idea 
to manually update before you start the 
lengthy scanning process. 

For example, when using Spybot 
Search & Destroy, all you have to do 
is click the Update icon on the left 
side of the screen to download the 
newest malware definitions. After 
you downloaded the latest definitions 
and detection rules, click the Search 
For Problems icon and follow any 
prompts to complete the update. 



Also, it's a good idea to run more 
than one antispyware program. Ad- 
Aware from Lavasoft (free; www.lava 
softusa.com ) is a good option. Again, 
this excellent program can only run as 
well as you let it, so click the Check For 
Updates Now link at the bottom of the 
screen before scanning your machine. 

THE BEST DEFENSE 

One of the best ways to keep your 
computer from getting loaded down 
with malware is to never let the stuff 
in the door. Windows includes a basic 
firewall (it's activated by default), but 
added protection helps. 

First, let's check to make sure your 
Windows Firewall is up and running. 
To access the firewall in Windows 
Vista/ 7, click the Windows icon, select 
Control Panel, and select Windows 
Firewall; in WinXP, click Start, Control 
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Panel, and then Windows Firewall. If 
the firewall is set to Off, simply select 
the radio button or link for On and 
click OK. 

Now comes the step of adding an- 
other layer of protection. There are 
several free firewalls available on the 
Web that do a marvelous job of pro- 
tecting your computer from unwanted 
intrusions. One of the most reliable is 
Zone Alarm Free Firewall (free; www 
.zonealarm.com) . Once installed, Zone- 
Alarm will prompt you to determine 
which programs are authorized to 
access the Internet. After that, Zone- 
Alarm will block the rest (or at least 
seek permission to allow a new pro- 
gram to access the Internet). 

Of course, the enterprise-level of- 
ferings, such as Symantec's Sygate 
Enterprise Protection and McAfee 
Total Protection For Enterprise, in- 
clude powerful firewalls, so if your 
company uses programs similar to 
those, make sure they're up and run- 
ning before you leave for a business 
trip. You can also try out the antivirus 
and personal firewall solutions from 
F-Secure ( www.f-secu re.co m ) . 

DON'T CLICK THAT 

Automated spyware and anti- 
virus tools are great, but they're no 
substitute for a little bit of vigi- 
lance on your part. Got an email 
from someone you don't know? 
Immediately trash it without opening 
it. Even if your email program auto- 
matically opens your new messages 




Before scanning your machine with a security 
utility such as Spybot Search & Destroy, be sure 
to check for updates. 



in a reading pane, it's a good idea 
never to download an unexpected at- 
tachment. Consider using Yahoo! 
Mail ( mail.yahoo.com ) for your personal 
email, as it adds an extra layer of pro- 
tection by immediately scanning all 
incoming and outgoing attachments 
for virus threats. 

Also, no matter what the pop-ups tell 
you, don't click any- 
thing that jumps unso- 
licited onto your screen 
claiming to be able to 
fix a virus or spyware 
problem. These pop- 
ups are more often 
than not carriers of 
spyware and viruses in 
the guise of an actual 
message from your 
OS. A general rule of 
thumb is that if it opens 
in a browser window and you didn't 
specifically point your browser toward 
it, don't click it. Just close the window 
and go about your business. 

KNOW WHAT 
YOU'RE RUNNING 

So, your system is armed to the teeth 
with regularly updated antivirus and an- 
tispyware utilities, but you're still having 
troubles? There are some simple fixes 
you can run in Windows to help you at 
least get around spyware problems. 

First, you can simply monitor and 
control the programs your computer 
is running at startup. To do this in 
WinXP, click Start, then Run, and then 



Google 




Clicking pop-up ads can expose your machine 
to malware and scams. Utilities such as Google 
Toolbar (free; toolbar.google.com) can help protect 
your computer from such nuisances. 



type msconfig into the window that 
appears. Click OK and then click the 
Startup tab. See anything with a blank 
entry? If it refuses to identify itself, it's a 
pretty good bet you don't need it to start 
up your machine. Deselect suspicious 
checkboxes (you can also streamline 
your computer's startup routine here, 
if you wish, by deselecting programs 
that automatically load 
that you rarely use). 
Click OK and restart 
when prompted. In 
Vista, open the Win- 
dows Defender pro- 
gram. Choose Tools 
and Software Explorer 
and then click Startup 
Programs from the 
Category menu. Your 
start-up programs 
will display in the left 
pane. Simply click a program to high- 
light it and then click the Disable button. 
Alternatively, you can permanently 
terminate a program by clicking the 
Remove button. 

It's also a good idea to set a restore 
point when you know your computer 
is working well. That way, you can 
always restore your machine to a time 
when it was functioning properly. 
To do this, click Start, All Programs, 
Accessories, System Tools, and System 
Restore. Click Create A Restore Point 
and then follow the wizard that ap- 
pears. To restore your machine, click 
Restore My Computer To An Earlier 
Time instead. 
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If a program has a blank entry, it's probably 
safe to deselect it. Be careful in this menu, 
though. You can cause more harm than good 
if you don't know what you're disabling. 



Got an email from 
someone you 
don't know? 
Immediately 
trash it without 
opening it. 
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You appreciate the 
fact that Excel is a 
power-packed program, 

but you are also a professional on the go, 
and, frankly, you don't have a lot of time 
to learn the finer points of the software. No 
sweat. Read on and we will give you some 
great ideas of how to kick up your Excel 
skills a notch without spending a lot 
of time doing so. 




Excel 
In A Crunch 



EXPLORE VARIOUS 
SCENARIOS 

One of the most powerful things 
you can do with Excel is play around 
with worksheet values to answer 
"what-if" questions. What if sales de- 
crease by 6% next year? What if the 
cost of goods sold increases by 3%? 

To calculate multiple outcomes 
such as these, you can use Excel's 
Scenario Manager. This tool enables 
you to specify which data cells you 
want to change and then quickly 
view the result in the worksheet. 

To use the Scenario Manager, se- 
lect the cells you want to include in 
the scenario and then choose Tools 
and Scenarios. In the Scenario Man- 
ager dialog box, click Add to dis- 
play the Add Scenario dialog box. 
Type a name (such as Status Quo, 
Worst Case, or Best Case) in the 
Scenario Name text box and then 
specify which cells you want to 



change. Click OK and then enter 
a new value for each changing (var- 
iable) cell in the Scenario Values 
dialog box. Click OK, and the Sce- 
nario Manager dialog box will re- 
display with the new scenario shown 
on the list. Complete the same steps 
for each scenario you want to create. 
Finally, to switch between the sce- 
narios, click each one's name in 
the Scenario Manager 
dialog box and view the 
change directly on your 
worksheet. 



SELECT CELLS 
BY DATA TYPE 

You can quickly locate 
all the cells in a worksheet 
that include a particular 
type of data, such as those 
that include comments or 
formulas. For example, if 
you want to identify cells 




You can use Excel's Scenario 
Manager to help you make 
sound business decisions. 



in a selected range that contain formulas, 
press CTRL-[ (opening bracket); to find 
and select all cells with comments, press 
CTRL-SHIFT-O. 

You can also highlight all the cells 
in a range that include objects, such 
as clip art, charts, or pictures. This 
helps you quickly identify all the 
items so that you can then apply 
actions to them, such as resizing, 
moving, formatting, or 
grouping them. To se- 
lect all of a worksheet's 
objects, click one item 
and then press CTRL- 
SHIFT-Spacebar. 



FIND ANY TYPE 
OF DATA 

You've probably no- 
ticed that it doesn't take 
long for a business work- 
sheet to quickly mush- 
room in size, making it 



72 September 201 2 / www.pctoday.com 



BUSINESS TRAVEL 91 1 

ON-THE-GO TECH SUPPORT 



> ESSENTIAL FUNCTIONS 

We compiled a list of some of the most- 
used Excel functions and a brief explana- 
tion of their purposes. If you need more 
guidance using these functions, consult 
Excel's Help feature. 



SUM Totals the 
values in a range. 

AVERAGE 

Averages the 
numbers in a 
range. 

MAX Returns the 
maximum value 
in a selected 
range or set of 
numbers. 

MIN Returns the 
minimum value 
in a selected 
range or set of 
numbers. 

DATE Returns 
the serial number 
associated with a 
specifc date. This 
function is often 



used to calculate 
; the number of days 
between two dates. 

COUNT Returns 
! the number of 
cells that contain 
data in a range. 

IF Returns one 
value if a specified 
condition is "true/' 
a different value 
if the condition 
is "false." Helps 
you create various 
"what- if" scenar- 
i ios and logically 
; evaluative data. 

ROUND Rounds 
values to a spe- 
cific number of 
places. 




You can use comments to jot down electronic 
notes on your worksheet. 



almost impossible to find data by 
simply scrolling. This is especially true 
when you're working on a laptop with 
a relatively small screen. It's also an 
inefficient way to find, let's say, one 
customer's name among several hun- 
dred. But help is at hand in the form of 
Excel's Find command. 

To use this command, first select the 
range in which you want to look for 
the data (or select a single cell if you 
want Excel to search through the en- 
tire worksheet). Choose Edit and then 
Find or simply press CTRL-F to open 
the Find And Replace dialog box. Enter 
the text that you want to locate, and 
then click Find Next to highlight the 
next cell with your data; click Find All to 
display a list of cell references that con- 
tain the search text. 

By default, Find searches through 
cells with values, such as text or num- 
bers. But you can also locate informa- 
tion buried in worksheet comments, 
even if it is not displayed. To do this, 
click the Look In drop-down arrow in 
the Find And Replace dialog box and 
then choose Comments from the list. 

ADD COMMENTS 

You can easily add comments to an 
Excel worksheet, either for your own 
future reference or to share your ideas 
with others. Right-click in the cell 
where you want to place the comment 
and then choose Insert Comment. 
Type your notes in the comment box 
and then click outside of it. 

If necessary, you can edit the contents 
of a Comment by right-clicking the cell, 
selecting Edit Comment, and then mod- 
ifying the text as you would in a word 
processor. You can also hide, show, or 
delete a comment by right-clicking the 
cell that contains the Comment and then 
choosing the appropriate command on 
the displayed list. 

REPLACE DATA & FORMULAS 

In addition to helping you locate 
data, Excel can help you rapidly replace 
formulas, numbers, or text with other 
data. For example, you can update a 
name that appears multiple times in 



a worksheet. To do this, choose Edit 
and then Replace or press CTRL-H. In 
the Find And Replace dialog box, enter 
data in the Find What and Replace 
With fields. Click Find Next, decide if 
you want to replace the selected oc- 
currence, and then choose Replace. (If 
you're feeling especially brave, you 
can instead choose Replace All without 
looking at each occurrence.) 

CALCULATE 
VALUES ON THE FLY 

You can quickly calculate and dis- 
play information about a selected 
group of values on Excel's status 
bar, which is located at the bottom 
of each worksheet. To do this, select 
the cells you want to add and then 
view the total on the status bar. But 
don't stop there. You can also display 
a wealth of other information about 
a selection by right-clicking the status 
bar and then choosing functions 
such as AVERAGE, MIN (minimum), 
or MAX (maximum) on the pop- 
up menu. 

TAKE A SHORTCUT 

You're probably already familiar 
with many basic Excel keyboard short- 
cuts, especially when you take your 
laptop on the road and don't want to 
use the mouse. However, there are 
some little-known shortcuts that can 
help you work even more efficiently in 
selecting ranges and moving around 
a worksheet. 

For example, you can quickly se- 
lect an entire data region (a range of 
data cells bordered by empty cells) 
by holding down CTRL-SHIFT-* (as- 
terisk). Another way to select a data 
range is to place your cell pointer in the 
range and then press CTRL-A; press 
CTRL-A a second time to select the 
entire worksheet. You can also press 
CTRL-Spacebar to select the column 
where your cell pointer is located. 

Another helpful keyboard shortcut 
is to press END followed by an Up, 
Down, Left, or Right arrow key to ef- 
ficiently move the cell pointer to the 
outermost edge of a data range. 
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What should 
you do when your 
smartphone decides 
to play dead? 

Resist the urge to throw it 
against the nearest wall and try 
one of these techniques instead. 




Revive A Dead 
Smartphone 



SOFT RESET 

All phones have a soft reset func- 
tion, which is similar to restarting your 
computer. Beware that a soft reset will 
cause you to lose data that isn't saved, 
but you will retain information previ- 
ously stored on your smartphone. 

V Android. Most Android models 
use a simple power cycle to perform a 
soft reset. Just turn the phone off and 
then back on again. 

> BlackBerry (QWERTY). Press and 
hold the ALT-CAP-DEL keys. The dis- 
play goes black and your phone resets. 

V BlackBerry (SureType). Press the 
ALT-CAP and Right Shift-DEL keys. 
When the screen goes blank, release 
the keys. 

V BlackBerry (touchscreen). Turn the 
BlackBerry off and remove the battery 



for at least 30 seconds. Reinstall the 
battery and turn the device back on. 

>- iPhone 4 and earlier. Simultane- 
ously press and hold the Sleep /Wake 
button on the top of the iPhone and 
the Home button. Hold both buttons 
for approximately 10 seconds, until 
the screen goes blank. You'll see the 
Apple logo as the iPhone reboots. 

>- iPhone 4S. Simultaneously press 
and hold the On /Off button on the 
top of the iPhone and the Home but- 
ton. Hold both buttons for approxi- 
mately 10 seconds, until the screen 
goes blank. You'll see the Apple logo 
as the iPhone reboots. 

Microsoft Windows Phone 7 (all 
models). Power the phone off and then 
back on. If the power cycle doesn't 
correct the problem, try removing the 
battery and replace it after 30 seconds. 



Nokia (all models). Power the phone 
off and remove the battery for 30 sec- 
onds. Reinstall the battery and power 
the phone on. Alternately, you can enter 
the code *#7380# and select Yes. 

Palm Pre. If the phone's menus are 
active, select Device Info, Reset Op- 
tions, then select Soft Reset. If it is 
locked or frozen, hold the power but- 
ton and cycle the ringer button on and 
off three times. If that doesn't work, 
press and hold the Orange, Sym, and 
R keys until the device reboots. Turn 
the phone off, remove the battery for 
10 seconds, reinstall the battery, and 
power the phone up. 

> T-Mobile myTouch 4G Slide. Un- 
lock the display. Press and hold the 
Power /Lock button and then tap Re- 
start. When asked to confirm, tap Restart 
again. If the phone doesn't restart, re- 
move the batteries for 30 seconds. 
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V All other smartphones. You can 

generally perform a soft reset by pow- 
ering the phone off, removing the bat- 
tery for 30 seconds, and powering the 
phone on. 

HARD RESET 

A hard reset is a last-ditch option that 
returns your phone to its factory settings, 
which means you will lose all data and 
installed applications. Before you per- 
form a hard reset, remove the memory 
card from your phone; that way you can 
recover data from the card later. 

V Android (all models with func- 
tioning menu systems). One of the 

following menu-based systems for per- 
forming a hard reset should work, de- 
pending on the phone and version of 
Android. Open the application menu. 
Tap Settings, SD and Card Storage, 
Factory Data Reset, and follow the on- 
screen instructions. 

• From the Home screen, youTl want 
to tap Menu, Settings, Privacy, and 
Factory Data Reset, and then follow 
the on-screen instructions. 

• From the Home screen, youTl want 
to tap Menu, Settings, Security, and 
Factory Data Reset, and then follow 
the on-screen instructions. 

When the menu system isn't func- 
tional, follow these phone-specific op- 
tions to perform a hard reset. 

V BlackBerry (all models). Remove 
the battery for 30 seconds. Reinstall the 
battery and turn the phone back on. 

V BlackBerry Style, Bold, Storm, 
Curve, Tour, Torch. Click the Options 
icon on the Home screen. Select Secu- 
rity and then Security Wipe. Select all 
three of the available checkboxes to per- 
form a complete wipe and reset the de- 
vice to factory condition. Type the word 
BlackBerry and click Wipe. 

V Dell Venue. With the device turned 
off, press and hold the Volume Up and 
Volume Down buttons. Without re- 
leasing the buttons, press and hold the 



Power button. When the device con- 
figuration screen appears, release all 
buttons. Use the Volume Up or Down 
button to move to Factory Reset. Press 
the Camera button to select the Factory 
Reset option and start the reset process. 

V Google Nexus One, Nexus S. Turn 
the phone off. Press and hold Volume 
Down while you press and release the 
Power button. Use the Volume Down 
button to select Clear Storage from the 
list of options. Press the Power but- 
ton, and confirm your selection by 
pressing the Volume Up button. 

> HTC Arrive, HD7, Surround. Press 
Start and tap the right-facing arrow. 
Tap Settings, About, and then tap 
Reset Your Phone. Tap Yes, and then 
tap Yes again. If the screen is frozen, 
turn the device off. Press and hold 
the Volume Up-Down buttons and 
briefly press the Power key. When the 
screen displays instructions for reset- 
ting the device, release the Volume 
Up-Down buttons. 

V iPhone (all models). From the Home 
screen, tap Settings, General, Reset, and 
Reset All Settings. This resets all prefer- 
ences but retains applications and data. 
If that doesn't work, from the Home 
screen, tap Settings, General, Reset, 
Erase All Content, and Settings. This 
will delete all data and applications and 
return the iPhone to factory conditions. 

V Microsoft Windows Phone 7 (all 
models). Press Start and tap the right- 
facing arrow. Tap Settings, About, and 
Reset Your Phone. Tap Yes, and then 
tap Yes again. 

V Motorola Droid. Turn the phone 
off. Press and hold the Power-X keys 
to force the phone into recovery mode. 
Next, press and hold the Volume Up- 
Camera key, select Wipe Data /Factory 
Reset, and then select Reboot Phone. 

> Motorola Droid Pro, Droid 2 Glob- 
al, Droid 3, Droid Bionic, Droid Razr. 

On the Home Screen, open the App 



menu and select Settings, Privacy, and 
Factory Data Reset. When prompted, 
tap Reset Phone to erase all data and 
return phone to factory conditions. 

V Motorola Backflip. Power the 
phone off. Press and hold the Power 
and Camera buttons. When the phone 
turns on, release the Power button 
but continue to hold the camera but- 
ton until prompted to release it. Next, 
press the Volume Down button. After 
about 15 seconds, a yellow triangle 
with an exclamation point will ap- 
pear. With your phone closed, tap 
the bottom-right corner of the dis- 
play and select Wipe Data /Factory 
Reset. Press OK and follow the on- 
screen instructions. 

V Nokia (all models). With your 
phone powered on or in standby 
mode, type *#7370# and select Yes, 
when prompted. You may need your 
Lock Code for confirmation. The de- 
fault lock code is 12345. If your phone 
doesn't turn on, try pressing the On/ 
Off button, *, and 3 simultaneously. 

V Samsung Galaxy Nexus (Android 
4.0). Turn off the phone. Press the Vol- 
ume Up and Power buttons. When 
the Recovery Menu appears, use the 
Volume Down button to select Re- 
covery, and then press Power. The 
phone will reboot; this process can 
take a bit of time. If the phone fails 
to reboot, remove the battery, wait 
about 30 seconds, and then reinsert 
the battery. 

> T-Mobile G2x. If possible, back 
up your data to Google's servers by 
selecting Privacy from the Settings 
screen. Select the Back Up My Data 
option. When the backup is complete, 
power off the phone. Press and hold 
the Power /Lock- Volume Down keys 
for at least 15 seconds. The phone 
should turn back on and perform a fac- 
tory reset. If the screen is frozen, or the 
phone doesn't turn back on, remove 
the battery, wait 30 seconds, then rein- 
stall the battery and try again. 
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The 

Traveler's 
911 Directory 



AIRLINES 

>Air Canada 

www.aircanada.com 

mobile. aircanada.ca 

Information and reservations 

(888) 247-2262 

Baggage information 

(888) 689-2247 

V American Airlines 

www.aa.com 

mobile.aa.com 

Reservations (800) 433-7300 

TDD (800) 543-1586 

Flight information 

(800) 223-5436 

Baggage delayed less 

than five days (800) 535-5225 

Ticket refund requests 

(918)254-3777 

^British Airways 

www.britishairways.com 

ba2go.com (mobile) 

Information and reservations 

(800) 247-9297 

>Delta Air Lines 

www.delta.com 

mobile.delta.com 

Reservations 

(800) 221-1212 

Flight information 

(800) 325-1999 

Baggage information 

(800) 325-8224 

SkyMiles members 

(800) 323-2323 

VFrontier Airlines 

www.frontierairlines.com 

Reservations 

(800) 432-1359 

Customer relations 

(800) 265-5505 

VJetBlue Airways 

w w w. j etb I u e . co m 

mobile.jetblue.com 

(800) 538-2583 

^Lufthansa 

www.lufthansa.com 

mobile.lufthansa.com 



Information and reservations 
(800) 399-5838 
>Southwest Airlines 

www.southwest.com 
mobile.southwest.com 
(800) 435-9792 
TDD (800) 533-1305 
VSpirit Airlines 
www.spirit.com 
(800) 772-7117 
>United Airlines 
www.united.com 
www.ua2go.com (mobile) 
Reservations 
(800) 864-8331 
International reservations 
(800) 538-2929 
TDD (800) 323-0170 
>US Airways 
www. usairways.com 
Reservations to the 
U.S. and Canada 
(800) 428-4322 
Reservations to 
international destinations 
(800) 622-1015 
TDD (800) 245-2966 
Customer service 
(800) 943-5436 



VEHICLE RENTALS 

> Advantage Rent A Car 

www.advantage.com 
Reservations (800) 777-5500 
TDD (800) 654-2280 
Customer service 
(888) 833-0754 
Roadside assistance 
(800) 654-5060 
>Alamo Rent A Car 
www.alamo.com 
(800) 462-5266 
TDD (800) 522-9292 
>Avis 

www.avis.com 
mobile.avis.com 
Reservations (800) 331-1212 
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HAPPY TRAILS 

intriguing Gear, New & Around The Bend ------ 




LENOVO OFFERS MAXIMUM FUN 
AT AN AFFORDABLE PRICE 

> Although the first thing you may notice about the 
Lenovo ( www.lenovo.com ) Ideatab A2109 (to be available 
through Best Buy; www.bestbuy.com ) is its smooth metal ex- 
terior, what you won't see is the roll cage underneath that 
helps make it more durable and resistant to damage from 
drops and bumps. The 9-inch HD multi-touch display, 
3MP camera on the back, and 1.3MP front-facing camera 
work wonderfully for video chatting with friends, family, 
or coworkers. Inside, the A2109 features 16GB of onboard 
storage, 1GB of memory, and an NVIDIA Tegra 3 quad- 
core processor, which can handle some of the most intense 
apps on the market without batting an eye. 

As for the OS, Lenovo's Ideatab A2109 comes complete 
with Android 4.0 (Ice Cream Sandwich) with support for 
both the Android Market and the Lenovo App Shop. With 
tons of available apps and more than 8 hours of battery life, 
the Lenovo Ideatab A2109 would make a nice companion 
on your long business trips or personal vacations. 



GOOGLE RELEASES ANDROID 4.1 TABLET 

>- Google is taking its Android lineup beyond smart- 
phones with the introduction of its new Android 4.1 
(aka Jelly Bean) tablet, the Nexus 7 ( www.google.com 
/nexus/#7 ). An alternative to some of the larger, 
bulkier tablets on the market, the Nexus 7 still pro- 
vides the HD videos and graphics you'd expect from 
a good tablet computer. Underneath the hood youTl 
find an NVIDIA Tegra 3 quad-core processor, which 
is perfect for entertainment as well as productivity. 

The Nexus 7 lets you access all of the vital Google 
apps, such as Gmail, Chrome, and YouTube, as well 
as Google Now, which provides up-to-date informa- 
tion on traffic, weather, flight times, and much more. 
The tablet also features Google's new Android Beam 
technology, which lets you quickly connect with 
other devices for file sharing or pairing Bluetooth 
devices. The Nexus 7 tablet is available in 8GB and 
16GB models, both with 1GB of RAM, for $199 and 
$249, respectively. 
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"I've had my OWC SSD for 
the past few months — still 
amazed by its speed! " 

— Jordan S., OWC Customer 



OWC 

Solid State Drives 



"Drastically cut my hoot times and 
load times on applications in both 
OS X and Windows 7. " 

— Zak V. ? Carmel, CA 



'Win? is certainly fast, but with an OWC SSD, I got an AMAZING 
performance boost. The future of SSD is bright indeed. " 



-Matthew Mcriden, CT 



"The Mercury SSD is an incredible boost to system 
speed, and the instructional video was concise and 
well produced. I f ve already ordered a second drive. " 

— William T., Camden, MA 



"... the most astonishing performance upgrade I've ever done. 
I've been building workstations and servers far 20 years and 
have never come close to getting this much bang for the buck. " 
— Ted J. f Vancouver, Canada 

"It's like getting a new computer, but much 
cheapen ... very pleased with this upgrade! " 



'Wow! My Mac Book Pro is way faster 
with my new OWC Mercury SSD. Your 



video made the install easy. " 

— James C, Orange, TX 



—Tim R., Burnsville MN 



"I was gob smacked by the performance gains 
on my 2006 MacBook Pro, Almost every 
routine task now outpaces my 17 iMac ... " 

— Dominic M„ Ned lands, Western Australia 



"I have used the OWC Pro SSD on Apple 
and HP laptops and have found that both the 
PC and Mac are much faster and cooler " 

— Steven J., Idaho Springs CO 




Solutions for just about every application from 30GB - 960GB 



EM 



"Performance higher 
than you can dream about ' 

— Chris Ramsey er, TwcakTown 




"Performance is off the 
charts . . , beats anything 



silicon a 1 

i xicnoN else we 've tested to date ' 

'all —Rich Smith, Tech REACT I ON 



y "The best choice for combined 



Benchmark 

Revlews.com 



speed and operational performance. 

— Olin Coles, BcnchmarkReviews.com 



Discover the OWC Difference - Get yours today at: \ www.owcssd.corW 

OWC Speed | OWC Reliability | OWC Warranty | OWC Support 

2012 Other World Computing. All rights received. OWC is a trademark of New Concepts Development Corporation, registered in the U.S. Patent and Trademark Office and Canada. Mercury Aura, Mercury Electia and Mercury EXTREME are trademarks 
of New Concepts Development Corporation, registered in U5. Patent and Trademark Office. Mercury Accclsior and the OWC logo are trademarks of New Concepts Development Corporation. Other marks may be the trademark or registered 

trademark property of their owners. Prices, specifications and availability are subject to change without notice. 



